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AHHOTAIUA

Bo Tpertbeil yacTM NOKyMEHTa IPHUBEACHBI OCHOBHBIE CBEACHMS MO MPOECKTHUPOBAHUIO U
HACTPOWKE OTKAa30yCTOMUYMBOTO Kiactepa jaDog 3amuiieHHOW CHUCTEMBI YIpaBieHHS Oa3zamMu

naHHbIX «Jatobay (mamee — CYB]I «Jatobay).

Hacrosimiee pykoBojicTBO npeanaznaueHo s aamuauctpatopa CYBJI «Jatobay, Bkimtouas
TpeOOBaHUSI K AapXUTEKType, BapHaHThl Pa3BEPTHIBAHWUA M JICTAJIbHBICE MHCTPYKIHUH TIO

KoH(urypanuu.

[IpencraBneHHbIE B JOKYMEHTE CHUMKH 3KPaHA MOTYT OTJIMYATHCS JJIsl Pa3JIMYHbIX BEPCUI
HactpauBaemoit CVYBJ wu npenHasHauyeHbl ISl JIEMOHCTpAllMd  XOJla  HACTPOWKHU

otkazoyctoiunBoro kiaacrepa CYB/I «Jatobay.

Anmuanctparop CYBJl «Jatoba» n0keH HMMETh HABBIKM 1O padoOTe C CHUCTEeMaMH
ynpasinenus ©60azamu  naHHbix (CYBJ[) PostgreSQL wnm 3ammmennoit CYBJl «Jatobay»
(OO0 «I"azundopmcepBHCY).

@ [Tpumeps! B nanHoM aokymeHte npuseneHsl ans CYBJl «Jatoba» Bepcuu siapa 5, a
taxxke st CYB]] «Jatobay Bepcuu siapa 6.
Jlnst CYB]] «Jatoba» Bepcuit simpa 5 u 6 HCIob3yeTcst BepCHst KOMIOHeHTa — 3.4.
Ha mpuBeneHHBIX B PYKOBOJCTBE MIITIOCTPAIIUSX BEpCHs KOMIIOHEHTa «jaDog»
MOJKET OTJIMYATHCS OT (PaKTHUECKOM.
CrerneHr BaKHOCTH NIPUMEYAHUM, TPUMEHSAEMBIE B IOKYMEHTE:

o Baxxnas undopmanus — ykazanus, TpeOyroIimue ocoooro BHUMaHUs

@ JlomoHuTEIbHAA UH(OPMALUA — YKAa3aHUs, O3BOJISIIOIINE YIIPOCTUTH padoTy ¢
U3JIeIIEM

o Baxxnas ungopmanus
Jlnst ceprudunposannoii Bepcun CYB]I «Jatobay momnepxuBaercst paboTa TOIBKO

Ha OC, yka3aHHbIX B (OpMyJIsipe Ha TOCTaBKY!

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Hacrosimuiik 1OKyMEHT OCHAIlEH HaBUrallMEW, THUIIEPCCBUIKAMU W IEPEKPECTHBIMU
cceuikamu. B mpunoskennn Adobe Acrobat HaBuraius BBI3BIBACTCS KHOMKOW «3aKIagKm», Kak

noka3aHo Ha pucyske 1.1.
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1. MTIPOEKTUPOBAHMUME KJIACTEPA

[Ipu npoekTHpOBaHUH OTKA30yCTOMYMBOTO KJIACTEPA HEOOXOAMMO YUUTHIBATH TPEOOBAHUS
k npoctynHocTH (RTO), momyctumoit motepe nanHbix (RPO), a Takxke OmOIKETHBIE H

MH(DPACTPYKTYpPHBIC OTPAHUYCHHUS.

B npanHOM pasnene paccMaTpuBalOTCs PEKOMEHAYEMbIE apXUTEKTYpHbIE PEIIEeHUs, HX

MPEUMYIIECTBA, HEAOCTATKU U Chepbl TPUMEHEHHUS.

Omnmcanue MNPUMCHACMEBIX TCPMHUHOB JaHO B pas3aciic ((TepMI/IHI)I " OMPCACIICHUA» JaHHOI'O

JOKYMCHTA.

1.1. BbiOoOp apXMTEKTypbI
B kadecTtBe paccMaTpuBaeMbIX B JaHHOM PYKOBOJCTBE IMPUMEPOB IMPOEKTUPYEMOIrO
OTKa30yCTOMYMBOr0O Kjacrepa (Jajee — KiacTepa) MpeUlaralTcs Cleayolue BapHAHTHI

APXUTEKTYPHI:
— YcroituuBas (pekoMeH1yemMas);
— MuUHMMaNBHO JTOMyCTUMAS.

1.2. YcroiiunBasi apXuTeKTypa KjacTepa
VYcroifuuBas apxuTeKTypa Kiactepa, A MOJAEp)KaHHs ero paboTocrocoOHOCTH,
IPEAIoNIaracT HAJIMYUE B COCTaBE KilacTepa JOCTATOYHOIO HEUETHOIO KOJIMYECTBA PE3EPBHBIX

y3510B (Tpu 1 OoJiee y3JI0B).

Xopomred NpakTUKONM YCTOMYMBOM apXWUTEKTYpbl KiacTepa SBISETCS HCIIOJIb30BAHHE

xpanminia WAL-¢aiinoB i1 o0ecrieueHus: BOCCTAHOBIICHHS TAHHBIX NP COOSIX.

1.2.1. YcToiiuuBblii BapuaHT KjacTepa ¢ xpanuiauiniem WAL-daiiios
YcroitunBblii BapuaHT kjactepa ¢ xpanwiumiemM WAL-daiinoB mnpumensieTcs ans
KOH(HUTypanuii KpUTHIECKH BAXKHBIX CUCTEM ¢ TpeboBaHMsMH K MUHUMaibHOMY RPO, a Takxke

IIPY BBICOKOM Harpy3Ke Ha YTECHUE JaHHBIX.
JIaHHBIN BUJI KJIaCTEpa UMEET CIEAYIOLIUN COCTaB y3JIOB:
— I'naBHbIi y3em;
— PesepBHbiii y3en Nel;

— PesepBHbIit y3en Ne2;
Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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— Xpanmmuie WAL-¢aiinos.

——
e
—

WAL apxue

Pucynoxk 1.1 — Apxurektypa kinactepa ¢ xpanwiumem WAL-daiinos

[IpenmytiecTBa NaHHON apXUTEKTYpHI Kitactepa ¢ xpanwmmiiem WAL-daitinos:
— Kitacrep u3 tpex y3508:

— Ocraercs OTKaSOYCTOﬁqHBBIM IMpHU BPCMCHHOM HJIM ITIOJTHOM BBIXOJC U3 CTPOA

OJTHOT'O 13 Y3JI0B,

— Ecnu npunoxxenue oJHOBPEMEHHO padOTaET C TJIaBHBIM U PE3€PBHBIM Y3JIaMH

JUTSl YTEHUS JaHHBIX - OHO MPOJIOHKUT paboTaTh 03 MmoMex;

— Paznuunbie BAapHAHTHI IIOCTPOCHUSA TUIIOB PCINIMKAIWH JdHHBIX (CHHXpOHHaH,

ACMHXPOHHAsl, KacKa/Hasi);

— Memnbiiee BpeMs BocctanoBieHust (Recovery Time Objective, RTO) B ciiyuae

BO3HUKHOBEHHS aBapHHU.
— Hcnonp3oBanne xparmmuiia WAL-daiinos:

— Menbimii 00beM 0e3B03BpaTHBIX moTeph HHMpopmanuu (Recovery Point

Objective, RPO);

- I[OHYCTI/IMI)IG AJTUTCIBbHBIC OCTAHOBKH C BOCCTAHOBJICHUEM U3 KYPHAJIOB 0e3

IIOJIHOTI'O 63KaHI/IpOBaHI/I}I.

Ne uzmeneunus: | Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Hla6non ¢aiina oreToB B popmare YML nist koudurypamuu M + S*2 + WAL npusenen
B [Ipmioxxenue 6. AKTyaiibHas Bepcus 1mabdioHa (aiiioB pacmosaraercst B katanore /usr/jatoba-

6/share/jadog/scripts/jadog_make _ms_cluster.yml.

1.2.2. YceroiiuuBbIii BAapuaHT KJacTepa 6e3 xpanuiauima WAL-daiijios
YcroluuBbIi  BapwaHT Kiactepa 0e3 wucmofib3oBaHua Xpanwnuma WAL-daitnos

oOecrnieunBaeT OamaHc MEXy pacxoJaMu Ha HHGPACTPYKTYPY M HAJEKHOCTBIO.

Pucynok 1.2 — Apxurekrypa kinactepa 0e3 xpanunuiia WAL-¢daiinos

[IpeumyiecTBa apXUTEKTYphl Kinactepa 6e3 xpanunuima WAL-daiinos:
— Knacrep u3 Tpex y370B:

— Ocraercs OTK&SOyCTOﬁ‘-IHBBIM IIpHU BPECMCHHOM HJIN ITIOJTHOM BBIXOZC U3 CTPO

OJIHOTO U3 Yy3JIOB,;

— Ecmn IMPUIIOKCHUC OJHOBPECMCHHO pa60TaeT C I''IaBHBIM U PC3CPBHBLIM Y3JIaMH

JUTSL YTEHUS TAHHBIX - OHO TIPOJIOJKUT paboTaTh 6€3 moMeX;

— PaznuuHble BapuaHTBl TOCTPOCHMSI THUIIOB pEIUIMKALMK (CHHXpPOHHA,

ACHMHXpPOHHAaA, KaCKa,Z[HaH).

Henocrarkom apxutektypsl 6e3 xparmmumiia WAL-(aitioB sBiIseTcs OrpaHHUEHHOE BpeMs

BOCCTAHOBJICHHUS PE3EPBHOTO y3j1a 6€3 MOJIHOT0 O9KamupoOBaHUsI.

Hlabnon daiina orBetoB B (opmare YML mnsa xondurypamuun M + S*2 npuBeneH B
[Tpunokenue 5. AkTyanbHas Bepcus mabioHa (aiioB pacrmojaraercss B karajore /ust/jatoba-

6/share/jadog/scripts.jadog_make _ms_cluster.yml.

‘ Ne uzmeneunus: ‘ Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M: |
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1.3. MuHuMAaJIbHAsI apXHTEKTYpa KjacTepa
MuHMMaNbHO JOIYCTUMAsl apXUTEKTypa KIacTepa CONECPKUT TOJIBKO JBA y3Ja: [JIaBHBIN U

pe3epBHBIH (pPEIinKa) ¢ UCIOIb30BaHUEM JOTIOJIHUTENBHBIX CPECTB.
K nomosHuTeNbHBIM CpeicTBaM OTHOCHUTCS UCTIOh30BAHHUE:
— Y3ma-ap6utpa,
— Xpannnmuma WAL-¢daiinos.

1.3.1. Kiactep MUHUMAJIbLHOH KOH(UTYpallUU C Y3JI0M-apOUTPOM H XPaHHUJIMIEM
WAL-¢aiinos

Knactep MUHUMaIBHO JTOIMYCTUMOW KOHPUTYpAIUU C y3JIO0M-apOUTPOM M XPaHUJIHIIEM
WAL-@aitnnoB npumensieTcst yisi CUCTeM ¢ yMepeHHbIMH TpeboBanusmu k RPO, a taxke mpu

OTPaHUYCHHOM OF0/KeTe Ha HHPPACTPYKTYPY.

Y3en—ap6HTp B pacCMaTpuBacMOM KJIIACTCPC MOKCT OJHOBPCMCHHO BBLIIIOJHATH POJIb

xpanwmmnia WAL-¢aiinos.
[Tpenmy1iecTBa TaHHOM apXUTEKTYPHI C TOUYKH 3PEHUSI OTKA30YCTONYNBOCTH:

— V3en-pedepu 1 MHTEIUIEKTYaTbHOTO OMPEIEICHUsI COCTOSHUS KJIacTepa MpH 0TpadoTKe

AaBapUIHON CUTYyalUU;
— OOGecnieueHne ceTeBOi CBSI3HOCTH Y3JI0B KJIACTepa;
— Hanuuwne xpannnuima WAL-daitnos.

Henocratku: mpu BbIXOAE W3 CTPOSl TJIABHOTO Yy3Jla OTKa30yCTOMYMBOCTH KJlacTepa
HapyIIaeTcs, MOCKOJIbKY B paboTe OCTa€Tcs €IMHCTBEHHBIH DPE3EPBHBIA y3€7, K KOTOPOMY

NepexoauT poOJib I''TaBHOIO.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Pucynok 1.3 — MunuManbHas apXuTeKTypa Kiactepa ¢ y3iaoMm-pedepu u xpanunuiiem WAL-
daiinon

1.3.2. Kinactep MUHMMAIbLHONH KOHGUTIYpaUHH C Y3JI0M-apOUTPOM 0e3 XpaHWJIUIIA
WAL-¢aiinos

Knactep MUHMMalIbHO JONYCTUMON KOH(UIypauuu C y3JI0M-apOuTpoM 0e3 XpaHWJIHILIA

WAL-paiinoB obecriedunBaeT 6amaHc MEXy pacxoaMu Ha HHPPACTPYKTYPY U HAJIEKHOCTHIO.
[IpenmymiecTBa TaHHOM apXUTEKTYPBI C TOUYKU 3PEHUS OTKa30yCTOWYNBOCTH:

— Y3en-pedepu 1151 MHTEIIEKTYaIbHOTO OTIPEIeNICEHUs COCTOSTHUS KilacTepa pu oTpaboTKe

ABapUMHON CUTYyalUU;
— OOecrieueHne CETEBOM CBA3ZHOCTH Y3JIOB KiacTepa.
Henocratku:

—IIpn BBIXOAE W3 CTPOS TJIAaBHOIO y3Jla OTKAa30yCTOWYMBOCTB KJIACTEPA HapyLIacTcs,
MOCKOJIBKY B paboTe ocTaéTcs €AMHCTBEHHBIM PE3epBHBIM y3€i1, K KOTOPOMY MEPEXOAUT POJb

TJIABHOTO);
— OrcytcerBue xpanunuiia WAL-daiinos.

[11a6noH daiina otBeToB B hopmare Y ML st kondurypannu M + S + Referee npusenen
B [Ipunoxenue 7. AxTyanpHas Bepcus mabnona (aiiioB pacrnonaraercs B katanore /usr/jatoba-

6/share/jadog/scripts/jadog_make_ms_cluster.yml.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Pucynok 1.4 — MunuManbHasi apxXUTEKTypa KiacTepa ¢ y3inoM-pedepu 6e3
xpaawmmma WAL-daiinos

1.3.3. Knacrep MuHUMAaIbLHOI KOHpUTrypauuu ¢ ucnoab3oBanneM Trusted Address
MunnmansHas apXuTeKTypa Kiactepa ¢ ucnoinr3oBanueM Trusted Address obecrieunBaet

MUHHMaJIbHbIE TPEOOBaHUS K MHPPACTPYKTYPE U MPOCTOTY Pa3BEPTHIBAHMUS.
[IpenmymiecTBa TaHHON apXUTEKTYPBI C TOUKU 3PEHHSI OTKa30yCTOMYHNBOCTH:

— Trusted Address mist ompeneneHusi COCTOSIHHS KiacTepa NMpH OTpabOTKe aBapUHHOMN
CHUTYaIUH;

Henocrarku:

— Prick BOBHUKHOBEHUSI CETEBOTO paszeneHus y3inoB kinacrepa (Split Brain);

— YBenuuenne oobema 0e3B03BpaTHBIX moTepbh uHpopmanuu (Recovery Point Objective,

RPO);

— YBenuuenne BpeMeHu BoccraHoBiieHus (Recovery Time Objective, RTO) B cimydae

BO3HUKHOBCHUA aBapHH.

[Ilabnon ¢aiina orBeToB B popmare YML mns konpurypamuu M + S + Trusted Address
npusezieH B Ilpunoxkenue 8. AkTyanbHas Bepcus I1aliaoHa (aiyioB pacroyiaraeTcsi B Karajore

lusr/jatoba-6/share/jadog/scripts/jadog_make ms_cluster.yml.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Pucynok 1.5 — Knactep MUHUMaIBHO TOMYCTUMON KOH(PHUTYpPAITUH C
ucnoinb3oBanueM Trusted Address

1.4. Pazmemenue xpanuwianma WAL-gaiisios
WAL-apxuB pekoMeHIyeTcs pacroiaraTb 3a IpefeslaMd Jara-LeHTpa, B KOTOPOM

PACIIOJIOKCH KJIACTCP.

B cnyuyae BO3HHMKHOBEHHUs1 mpoOiieM B Jara-lieHTpe AanHble n3 WAL-apxuBa mo3BosT

COXpPaHUThH OOJIBIIE TAHHBIX U, COOTBETCTBEHHO, YMEHBITUTH RPO.

IIpn orcyrcTBuM Bo3MokHOCTH pa3memieHus WAL-apxuBa 3a mpenenamu aara-LEHTpa,
noryctumMo pacnonoxuts WAL-apxus BuyTpu JI1l, Kk npumepy Ha y3ne-apOutpe (CM. IpuMep U3
. 1.3.1).

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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2. BAPUAHTBI IOCTPOEHUS OTKA30YCTOHYUBOI'O KJIACTEPA

B nanHoM pasznene npuBOAATCS JBa OCHOBHBIX MOAXOJA K CO3AaHUI0 OTKAa30yCTOMYUBOTO

KJIacrepa.
— Pa3BepThIBaHME HOBOT'O KJIacTepa C MOCIEAYIONIeH MUTpaluen JaHHbIX;

— IlpeoOpazoBanne  cymiectByromieir  (Stand-Alone, SA)  koHburypauuu B

OTKa30yCTOMYMBBIN KJIACTED.

O0a BapHaHTa BKIOYArOT O6IHI/IC OTallbl, TAKHUC KaK IIPOCKTUPOBAHUC APXUTCKTYPBHI,

MOATOTOBKA CEPBEPOB U HacTporka SSL, HO OTIMYAIOTCS I€TANISIMU BBITIOJHEHUS.

2.1. locTpoeHue HOBOTO KJacTepa u nepeHoc 1aHHbIX CYB/]

Pa3BepTriBaHKE HOBOIO KJlacTepa C MUTIPALMEN TaHHBIX IIPUMEHSIETCS B CIIy4dasX KOraa:

— Tpebyercsi co3nathb HOBBIM KiacTep ©0€3 3aBUCUMOCTEH OT  CYIIECTBYIOIICH
UHQPACTPYKTYPHI,

— I[aHHBIe MOHO IICPCHCCTHU 0e3 AJIMUTCIIBHOT'O ITPOCTOA.

2.1.1. IInaHupoBaHUE HA OCHOBAHWHU HOBOI HH(PACTPYKTYPHbI
B o0miem ciyuae miaH co3/iaHus og00HOTO KJIacTepa COCTOUT B BHIITOJHEHUH CJIETYIOIIUX

JEUCTBUM.
— Co3ianme mpoeKTa apXUTEKTYpHhI Kiactepa (cM. paszzaen 1):
— Onmnpenenenue ponu y3ioB (Master, Slave, Referee, WAL-apxuB);
— BpI00p THMa penuKanuy JaHHBIX (CHHXPOHHAsI/aCHHXPOHHAS);
— [InanupoBanue ceTeBoi aapecanuu U HHTEPQEIcoB.

— IToaroroBka MHMPACTPYKTYpPHI: AMCKOBBIX MPOCTPAHCTB M ceTeBbix ciyx0 (firewall,
DNS).

— Brimyck ceprugukaros SSL;

— 3anonnenne YML-¢aiina oTBeToB ¢ mapameTpamMu Ui aBTOMATU3UPOBAHHOTO

(dopmMupoBaHUs KJIacTepa,

— 3amyck cinyxeOHol yTuinuThl jadog0 Ha Bcex y3nax GopMHPYyEeMOro KiiacTepa;

Ne uzmeneunus: ‘ Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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— 3amycTuTh aBTOMAaTU3HPOBaHHOE (HOPMHUpPOBaHUE KiacTepa ¢ y3ia (OyayIiuid riIaBHBIHN
y3emn);
— [lepeHoc naHHBIX U3 CyHIECTBYOIIEH SA-KOH(UTYpAIlMU B HOBBINM KJIACTEP C MOMOIIBIO

HHCTPYMCHTOB PCIUIMKALIUN WX JaMIla.

2.2. Ucnonb3oBaHue cyllecTBYOLIE HHPPACTPYKTYPhI
Pa3BepThiBaHMe KjacTepa C HCIOJB30BAHMEM CYMIECTBYIOIIEH HWHPPACTPYKTYPHI

IpUMEHSIETCS B ClIydasiX, Korja:
— TpeOyeTcst MOaepHU3UPOBATH paboTaromryo SA-cuctemMy 0e3 MOJIHOTO IEPECTPOCHHUS;
— Heo0x01MMO MUHUMU3UPOBATH MPOCTOM.

2.2.1. TlnaHupoBaHKEe HA OCHOBAHHMHU CYIIeCTBYIOIIE HHPPACTPYKTYPHI
B o6miem ciywyae miaH npeoOpa3oBaHUs CYIIECTBYIONMIEH HWH(PPACTPYKTYphl B KJIacTep

COCTOHUT B BBIIIOJIHCHHUH CJICAYIOIIHUX JICHCTBUM:

— Co3aHue TpOEKTa apXUTEKTypbl Kiactepa (cMm. paszznen 1) aHamormuHo nepBoOMy

BapHaHTYy, HO C YY€TOM MHTETpaIlH CYIIECTBYIOIIETO y37ia SA;

— IToaroroBka WHQPPACTPYKTYpPHI: TUCKOBBIX MPOCTpaHCTB U cereBbix ciayx0 (firewall,

DNS).
— Beimyck ceprugukaron SSL;

— 3anonHenne YML-¢aiina orBeToB ¢ mapameTpaMu Ui aBTOMAaTU3UPOBAHHOTO

(dbopMupoBaHUS KJIacTepa,

— 3amyck cimyke0HO0M yTmimThl jadog0 Ha Bcex y3iax GopMupyeMoro KiacTepa;

— 3amyCTUTh aBTOMAaTH3MPOBaHHOE (HhOpMHUpPOBaHUE KiacTepa ¢ y3ia (OymyIiuid TiIaBHBIHA
y3eln).

2.3. Opranu3anusi JUCKOBOTO MPOCTPAHCTBA
[Ipy naHWpOBAaHWMM  HOBOTO  KJACTEpa WM  HCIOJIB30BAHWU  CYIIECTBYIOIIEH
UHPPACTPYKTYpPhl HEOOXOIUMO YOCIUTCS B TOM, YTO AMCKOBOE MPOCTPAHCTBO HAa KaXIOM Y3JIe

cocraBiseT He MeHee X*3, rae X — pa3mep karasora aannbix (pg_data) CYB/.

o Jlonyckaercs UCIob30BaTh X*2, HO B TOM CJIy4yae IpU BOSHUKHOBEHUH MEPBOIO

c6oe u mocneaAyomIel MOMbITKE BOCCTAHOBUTH pab0OTOCIIOCOOHOCTD KIlacTepa,

‘ Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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CBO6OILHOFO MECTa MOXCT HC XBAaTUTh, UTO l'[pI/IBeI[éT K BBIHy)KI[GHHOfI OCTaHOBKC

KJacrepa.

2.4. Onpenenenue KOHGUIypaluu KjiacTepa

31ech 1 Janee yCIOBHbIE 0003HAYCHHS:
— M — rnaBHBIH y3e1 ¢ poJibto «Master;

— S(r) — pe3epBHBIH y3ei ¢ poibio «Slavey, a (I) — BEIOpaHHBIN THI pETUTUKAIIMN JaHHBIX: &

— acHHXPOHHBIN (ASYNC), S — CHHXPOHHBIH (SyNnc).
— Referee — y3en-apoutp.

2.4.1. MunuMajibHasi KOH(Urypamus Kjacrepa

MunumanbHas KoH(UTypalus KiiacTepa, COCTOSIAs U3 ABYX y3JI0B, HMEET CIEAYIOIIYIO
hbopmyy:
my_cluster = M + S(a)

2.4.2. PekoMeHayeMasi KOH(pUrypamus Kjiacrepa

Pexomennyemas koHpUTyparys Kiactepa UMeeT CIIeyIoNTyo GpopMyy:
my_cluster = M + S(a)*x + Referee + WALarchive
['ne X — KOIM4EeCTBO PE3EPBHBIX Y3JI0B.

2.5. Il1a6J10HbI (aiijioB 0TBETOB /IS IPOEKTHPOBAHUS KJIACTEPOB

[TapameTpsl NPOEKTUPYEMOTO KJIaCTEpa yKa3bIBalOTCS B 11a0n0HE (hailie OTBETOB.

[1labnoubl daiinoB orBeToB BxoasaT B moctaBky CYBJl «Jatoba» u pacmonararorcst B

karaiore /usr/jatoba-6/share/jadog/scripts.
HasBanwus mabaoHoB ¢aiaoB 0TBETOB U (hOpMYyJia MPOSKTUPYEMOTO KJlacTepa:
—init_jadog_referee_wal.yml - M + S(a)*2 + Referee + WALarchive;
— init_jadog_referee.yml - M + S(a)*1 + Referee;
—init_jadog_trusted ip.yml - M + S(a)*1 + Trusted Address

Onucanue mnpoueaypbl 3anojiHeHUs I1a0ioHa ¢aiia OTBETOB MHPU MPOEKTUPOBAHUU

KJIaCcTepa IIpUBOAUTCSA B pa3aciic 4 JaHHOI'O PYKOBOJCTBA.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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2.6. lToaroroBka uH(pOpMAIMH VI MPOEKTA KjIacTepa
B cooTBercTBMHM ¢ paHee MpPHBEICHHBIMH DPEKOMEHIANMSMU W3 JaHHOTO JOKYMEHTa
MOJTrOTaBIMBaeTCs MHGOpMAIMs JJIsl BHECEHUs1 B IIa0JIOH (ailia 0OTBETOB, MPUMEPHI KOTOPOii

MMPUBOOATCA AaJICC B 3TOM JOKYMCHTC.

KypcuBom npuBoauTcst Ha3BaHue napamerpa B 1adiaoHe (aiisia OTBETOB.

- éub\ic 72
. address { —
_ _(PiP) _‘
B jodog
C-SIBH S\ — = /\‘ S‘ave
| Master | 1 hode2 \

‘ jadog—m T

net ens33 77 Qérﬂé;e,, e,

IP: 192187210 / 5432
Os: Pos’rares/pos’rgres
DB- jatoba

loain-. ja+oba e ——
pass: chanae__on._'r\smll Wal apxus

Pucynok 2.1 — [IpoekT koHpUTYypaluu Kiactepa
2.6.1. Ha3BaHmue Kj1acTepa
VYHUKaNTbHOE Ha3BaHKE KilacTepa (Harpumep, my_cluster), kotopoe OyaeT UCHOIb30BaThCS

JUIS UACHTU(UKAIIUN B CHCTEME.
cluster_name: my_cluster

2.6.2. Poau y3a08B u ux IP-aapeca

Ponu y3noB u ux [P-agpeca (3necw u nanee |P agpeca npuBoasTcs Kak MpUMeEpHI):
— Master: ocHoBHoii y3en, 192.168.72.11. DNS-3anucs: jatoba-11.
— Slave (acMHXpOHHAas peIuTuKa): pe3epBHbIi y3ei, 192.168.72.12. DNS-3anucs: jatoba-12

— Referee (ommumonansHO): y3en-apoutp mis paspenieHus koHpmukros, 192.168.72.13.

DNS-3anucs: jatoba-13

— WAL-apxuB (onMOHaNIbHO): Y3€J ISl XpaHEeHUs )KypHaJIOB TpaH3akiuii, 192.168.72.14.

Ne uzmeneunus: ‘ Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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2.6.3. Bupryaasnsiii IP-aapec kaacrepa (Public Address)
Agnpec, uepe3 KOTOPBIA OyJIeT OCYIIECTBIATHCS JOCTYN K KiacTepy (Hampumep,
192.168.72.10). DNS-3amucs: jatoba-10.

public_address: 192.168.72.10

2.6.4. HazBanue ceTeBOoro nurepdeiica
HasBanue cereBoro wuHTepdeiica Ha y3/1ax, HCHOIB3YEMOTO Ui pabOTHl KiacTepa
(mampumep, ens33). B OC Linux nasBanue cereBoro wuHtepdeiica oroOpaxkaeTcsi mpu

HCIIOJIB30BaHHMH KOMaH/bl «ip a».

2.6.5. HazBanmue cepBuca CYb/]

HasBanue cepuca CYB/I, Haripumep, jatoba-6.
db_service_name: jatoba-6

2.6.6. Y4eTHBIE 3alIUCH MOJIb30BaTeJeH
JUIsi aAMUHUCTPUPOBAHKS U B3aUMOJICHCTBUS MEXIY y3JaMH MOTPEOYIOTCS CIEAYIOIINE

YUYETHBIC 3aITUCH:
— V3 agmunuctparopa jaDog (admin);
— Texuonoruveckas Y3 it B3auMoAeUCTBUs y3710B (interdog);
— V3 nna perumkanyu qanabix B CYB/] (jadog_user).

2.6.6.1 ¥3 agMuHHCcTpaTOpa Kjaacrepa

Hasanne Y3 agMuHucTparopa kiacrepa:
name: admin

[Tapones Y3 anMuHucTpaTopa Kiacrepa:
pass: change_on_install

Pa3pemennsie agpeca win MojAceTH JUIsl IOCTyNa K Kiactepy. 3Hadenus: 'all', umsa xocrta

(‘'myhost.local.net") unu IP agpec ¢ mackoii ('192.168.100.1/24"):
address: all

Meton mocryna. 3uaueHus: "sha-256", "'ssl”. "sha-256" mo ymomdanmuio:

method: sha-256

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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2.6.6.2 Texnosioruueckas Y3 /i1 B3auMOIelCTBHS ¢ y3JIaMH KJIacTepa

Hasanue texnonoruueckoit ¥ 3:

name: interdog

[Tapone Y3 anMuHucTpaTropa Kiacrepa:
pass: change_on_install

Paspemiennsie agpeca wiM MOJACETH U OCTynHa K kiacrepy. 3nauenus: 'all', mms xocra

(‘myhost.local.net') unu IP agpec ¢ mackoii ('192.168.100.1/24"):

address: all

Meron nocryna. 3navenus: "sha-256", "'ssl". "sha-256" no ymoryanuto:

method: sha-256

2.6.6.3 Texnosiornueckas Y3 ajisi pemjiMKanuu JaHHbBIX

jadog_user

2.6.7. HazBanue b/{
Hasanue 6a3bl nmannbix (BJ]), rme Oyaer ycraHOBJICHa CepBEpHas 4YacTh KjacTepa

("postgres" mo ymoI4aHuIo):

database: jatoba

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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3. MOATOTOBKA CAMOINIOANMNCAHHBIX CEPTU®UKATOB TLS (SSL)

0 Hcnonp3oBaHue camonoanucanubix ceptudukaroB TLS (SSL) momyctumo Tonmbko
MIPH MPOESKTUPOBAHUH U OTJIAJIKE KiacTepa. B 1ensax obecnieuenust uHOOPMAIIMOHHOM
0€30MacHOCTH B MPOMBINUICHHOW AKCIUTyaTallud JIOMYCKAETCs WCIIOIb30BaHNE

TOJIbKO CEPTU(PHUKATOB, BBIIAHHBIX yaocToBepstomuM neHTpoM (CA).

o extendedKeyUsage mist ceprudukara cepepa JOKEH B 005S3aTEILHOM TOPSJIKE

serverAuth.
JIist KITMeHTCKOro cepTuduKaTa mapamerp A0JDKeH ObITh clientAuth.

JlomyckaeTrcs ykazaHue 000ouX 3HAaUeHU BMECTE uepes 3aIsiTyIo.

3.1. Co3nanue CA kiarouei

openssl req -x509 -days 365 -newkey rsa:4096 -sha256 -nodes -
keyout ca-key.pem -out ca-cert.pem -subj "/C=RU/ST=SPB/L=Saint-
Petersburg /CN=Self-signet CA"

3.2. Co3nanne cepTuUKaTOB cepBepa U AAMHUHHUCTPATOpPa
B xauectBe 3nauenuii « CN=y» ykaspiBaeTcs Ha3BaHue cepepa (hostname) wiu uMst (JIOTHH)

aJMUHHUCTPATOPA, B 3aBUCUMOCTH OT Ha3HAUY€HUs cepTU(UKaTa, HAaIpUMep:

openssl req —-newkey rsa:4096 -nodes -keyout serverl-key.pem -
out serverl-reqg.pem -subj
"/extendedKeyUsage=serverAuth, clientAuth
/subjectAltName=DNS:jatoba-10,DNS: jatoba-
11,DNS:1localhost,IP:127.0.0.1,IP:192.168.72.10,IP:192.168.72.11
/CN=jatoba-11" \

—addext "subjectAltName

AHaIOTHYHO CepTI/I(bI/IKaTBI CO3aar0TCA JJIA BCCX OCTAJIBHBIX Y3JIOB KJIaCTCpa:

openssl req -—-newkey rsa:4096 -nodes -keyout server3-key.pem -
out server3-reqg.pem -subj
"/extendedKeyUsage=serverAuth, clientAuth /subjectAltName=
DNS:jatoba-10,DNS:DNS name server,DNS:localhost,IP:127.0.0.1,
IP:192.168.72.10,IP:IP address server /CN=server name N" \
—addext "subjectAltName

COSI[aHI/Ie CepTI/I(bI/IKaTa A aAIMUHHUCTPATOPA KiIacTepa:
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openssl reqg -—-newkey rsa:4096 -nodes -keyout user-key.pem -out
user-req.pem -subj "/extendedKeyUsage=clientAuth /CN=user name"

[Toanucanue BhIMyIIEHHOTO cepTruduKaTa s y3i1a Kiacrepa:

openssl x509 -req -in serverl-reqg.pem -days 365 -CA ca-cert.pem
-CAkey ca-key.pem -CAcreateserial -out serverl-cert.pem \
—addext "subjectAltName

AHaJIOTHYHO CCpTI/I(I)I/IKaTbI MMOATIMCBHIBAIOTCA I BCEX OCTAJIBHBIX Y3JIOB KJlIaCTCpa:

openssl x509 -reqg -in server3-reqg.pem -days 365 -CA ca-cert.pem
-CAkey ca-key.pem -CAcreateserial -out serverN-cert.pem \
-addext "subjectAltName

[loagnucanue BBIITYIIICHHOT'O CepTI/I(i)I/IKaTa A aIMHHUCTPATOPA KJIIaCcTepa:

openssl x509 -reqg -in user-reqg.pem -days 365 -CA ca-cert.pem -
CAkey ca-key.pem -CAcreateserial -out user-cert.pem \
—addext "subjectAltName

[IpoBepka KOPPEKTHOCTH BBIMTYIIEHHOTO cepTU(]UKATA y3J1a KllacTepa:

openssl x509 -in serverl-cert.pem -noout -text

[IpoBepka KOPPEKTHOCTH BBIMYLIEHHOTO cepTU(UKaTa aJIMUHUCTpaTopa (MOIb30BATENs)

KJIacTepa:

openssl x509 -in user-cert.pem -noout -text
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4. IIABJIOHBI ®ANJOB OTBETOB

B kauectBe mabnona ¢aiina 0TBETOB MPHU MPOCKTUPOBAHUU KiacTepa OyJeT pacCMOTPEH

init_jadog_referee_wal.yml.
[ITa6noH ¢aiina 0TBETOB pa3/esieH Ha CEKIUU, MOJCEKINUN U OJIOKU apaMeTpPOB.

[Ilabnon d¢aiina OTBETOB COAECPKUT MEepeyYeHb MMApaMETPOB, a TaKKe KOMMEHTApUU

(oTMeYeHHBIE CUMBOJIOM #) C ONKMCAaHKEM Ha3HAUYCHHUS TapaMeTpa.

4.1. 3aroJioBoK (paiiia 0TBETOB
3aronoBoK (aiiia 0TBETOB HE TpeOyeT BHECEHHS M3MEHEHHH M COACPKHUT CIYKEOHYIO

UH(POPMAIIUIO 0 BEPCUsIX KOMITOHEHTa «jaD0g» 1 Ha3HAYCHUU:

apiVersion: jaDog v3.4 # Bepcusa jaDog

kind: jadog referee wal # HasHaueHMe CKpUITa

4.2. O6urue mapaMeTphbl y3J10B KJIacTepa
Cekiusi o0mMX TapaMeTpoB Y3JIOB KjacTepa MpeJHa3HayeHa I OINKCaHUs

YHHUBEPCAIBHBIX IapaMETPOB KJIACTEPA WIH KJIACTEPOB (E€CIH OHH CO3AAI0TCS OJHOBPEMEHHO).

3HaYCHUS U3 3TOW CEKIUHU MapaMeTPOB MPUMEHSIOTCS K KOKIOMY y3Jy KiacTepa MpH ero
dopmupoBannu. Hampumep, mapamerp db_init_conn_string mpenna3zHauaercs ans mapameTpoB

naunmanuzanuu CYB/I.

Jns dopmupoBanusi kiactepa Ha ocHoBe cymiectByromeir CYB/] mapamerpsl moctyma
(user, password u Tak nmanee) K HEW JO/DKHBI COBIAAATh C TEMH, YTO YK€ YCTAaHOBJCHBI B
Hactpoiikax CYB/I. lns knactepa Ha ocHoBe HOBOoM CYBJ[ mapameTps! noctyna co3aaroTcs Ipu

MHUIIAAJIN3AIUH.

default cluster params: # Biiok aTpubOyTOB MCIIOJb3YEMHIM OJIS
KaxImoro KjlacrTepa

db init conn string: host=127.0.0.1 port=5432
user=postgres dbname=postgres password='change on install'

# Crpoxka koOHHekTa K CYBI 1Jisg YyCTAHOBKM PacCUIMPEeHUM U
BEINIOJIHEHUA CKPUITOB. TpebyeT mpaB OOCTyla aIMMHUCTpPAaTOpa

4.3. Cexnus unuuunaguzanuu CYBbJ{

bnox initdb conepxkut arpubyTsl 11 naunuanuzanun CYb]]
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initdb: # Brnokx mHuumanmsauum CYBI. ComepXmMT IapaMe TP
mHuumanm3aumumu CYBI

initdb options: "--locale=ru RU.utf8 --encoding=UTF-8" #
Crpoka mnapamMeTpoB uHMUMadmzauum CYEBI Jatoba.

Cekmus postgresql.conf ucronb3yercst s ycranoBku mapametpoB B CYBJI cpasy mocie
uHunManu3auuu. B cexnum postgresql.conf MokHO BHOCUTH HeoOxo1uMble [1st HacTpoku CYB/]

HU3MCHCHMUA .

postgresqgl.conf: # IapamMeTpsl OyIyT YCTAaHOBJIEHEl [IPU
bopMMpoOBaHMM KJlacTepa B KOHel Qanja postgresgl.conf.

listen addresses: "'*'"

log destination: "'stderr'"

logging collector: on

log directory: "'log'"

log filename: "'jatoba-%Y-%m-%d SHIM%S.log'"
log rotation age: 1d

log rotation size: O

log truncate on rotation: off

mwiuio

log line prefix: sm [Sp] ""

log statement: ddl
Cexnus pg_hba.conf ucnionesyercs ans ycranoBku napametpoB poctymna k CYB/I.

0 [Tapametpsr cekuuu pg hba.conf monHOCTBIO 3aMeHsIOT 3HaueHUsT w3  (daiina

pg_hba.conf.

Pg _hba.conf: # IlapameTpel OyIOyT yCTaHOBJIEHEl B Qaln pg hba.conf
opr QOpMMPOBaAHUM KJlacTepa

- local all postgres scram-sha-256

- local jatoba jadog user scram-sha-256

- host all postgres 192.168.72.0/24 trust

- host all postgres 127.0.0.1/32 scram-sha-256

- host jatoba jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 127.0.0.1/32 scram-sha-256

v N— xaULvAv ALV EIEIsE. | A AU ALAXAV AL U Aise vAZIIAA. I FAM AW ALV ALEAss XASLTE.
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- host replication jadog user 192.168.72.0/24 scram-sha-256

4.4, 3anmyck cKpUNTOB Npu ()OPMHUPOBAHMHU KJIacTepa

Ckpuntbl U3 cekiuu sql_scripts BHITOIHSIOTCS BO BpeMs (pOPMUPOBAHMSI KaXKIOTO KIacTepa

Takke cpasy nocie nanuuainzauuu CYB/I.

sgl scripts: # Cexums MNOJIL30BATEJIbCKMX CKPUIITOB, BHIIOJIHIEMEX
Ha IJIABHOM Yy3JIe KaXIOT'O CO3IOaBaeMoI'o kjacrtepa. CKPUITH
onpenesyidiTCcsa aIMMHMCTPATOPOM KJjlacTepa.

- /home/user/cluster default script.sql id
[lonp30BaTeNbCKMM SQL CKPMIT BEIIOJHAEMEN C ayTeHTMOMKAUMOHHBEIMMI
manHeMM Ccluster settings.db init conn string mocJsie CcoO3maHud
BCeX PpacClMpeHUMn

KitroueBblie 0COOEHHOCTH:

— CKpI/IHTBI BBIITOJIHAKOTCA C y‘{éTHBIMI/I JaHHBIMH, YKa3aHHbBIMM B IapaMCTpC

db_init_conn_string.

— [leneBoii 0a30i1 JaHHBIX JUIsl BBIMIOJIHEHUS CKpUNTOB sBisiercs bJl, 3amanHas B

cluster_settings:db_connection_settings:database
- HO,HZ[Cp)KI/IBaeTCH BBIITOJIHCHUC HCCKOJIBKHUX CKPHUIITOB ITOCJICIOBATCIIBHO.
Tunnuabe COCHAapHH HUCII0JIb30BaHUA CKpI/IHOB:
— Hanmonnenue 68.3]31 Ha4dYaJIbHBIMU JaAHHBIMH.
— YcTaHOBKa AOMOJHUTEIBHBIX PACIIMPEHUH (ITPH HAIMYUHU COOTBETCTBYIOIINX MAKETOB).
— Brinmonnenue CIICIIHAJIBHBIX HACTPOCK.
@ HpI/IMe‘-IaHI/IeI AIMUHHUCTPATOP KJIACTCpa CaMOCTOATCIBHO OHNPCACIIACT COCTaB U

COACPKAHUC  BBIMMOJHACMBIX CKpPUIITOB B  COOTBCTCTBHH C TpGGOBaHI/ISIMI/I

KOHKPCTHOT'O ITPOCKTA.

4.5. Ceknusi HACTPOEK KJacTepa
Crnenyromuii 610k cluster settings ¥ ¥ OATPYIIIIBI B HETO BXOASIINE MPeTHA3HAYEHBI JIJIs

OMUCaHuA XapaKTCPUCTUK KOHKPECTHOI'O KJIaCTCpa.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Jlanneie  atpuOyThl  TpeOyIOT  MEpeHa3HAueHUs, €ClId €CTh  HEOOXOIUMOCTH

WHIUBUYAJTM3UPOBaTh KOHKPETHBIA Kiactep. OnucaHue arpuOyTOB JaHbl B KOMMEHTapHUsX K

HHUM.

cluster settings:

- cluster name: my cluster # HavMmeHOBaHMEe KJjacTepa.
ObgazaTesibHBEM HapamMeTp. KimacTep MoxeT OBITH OIOMH MJIM HECKOJIBKO.

cluster master node: node 11 # HasBaHMe TJIaBHOTO y3Ja.
Obsa3aTeJsIbHEM [IapaMeTp.

cluster referee nodes: # BJOK y3JI0B, ABJIAOIMMMCH
referee. Jx MOXeT OHTBH HECKOJIBKO.

- node referee # HaszBaHMe y3Jla, BHICTYIAKIEV B POJU
referee.

activated: true # ®yar akTHMBALIMM KJIACTepa I[I0CJe

dopMmpoBaHMA. true - aKTUBMPOBATHL (HasHauaTb public address),
false - He aKTUBUPOBRATH.

BuyTtpu cexiuu cluster_settings moxer pacnosnararbest noacekius sql_scripts. CKpunThl B
JMAHHOW TOJCEKIMU OyayT BBIMOTHATHCSA TOJIBKO [UJISi JAHHOTO KOHKPETHOTO KiacTtepa C

yKka3zaHHbIM Cluster_name.

3¢l SCELPES S

- /home/user/cl coord inside script.sqgl id
[Tonp3oBaTedbCKUM SQL CKPUNT BBEIIOJIHAEMEM C AaYyTEHTUOMKALIMOHHBMU
naHHeMM cluster settings.db init conn string nocrie cos3maHus
BCeX paclMpeHUn

@ HpI/IMC‘-IaHI/ICI AIMUHHUCTPATOP KJIACTCpa CaMOCTOATCIIBHO OHNPCACIIACT COCTaB M
COACPKAHUC  BBIIIOJIIHACMBIX CKpHUIITOB B  COOTBCTCTBHUHU C TpeGOBaHI/I}IMI/I

KOHKPCTHOT'O ITPOCKTA.

[Monceknus jadog users OMUCHIBACT y4YETHBIC 3amMCH s KoMmIoHeHTa «jaDog». Dto
NepCOHU(PHUIMPOBaHHbIE Y3 I aAMHUHUCTPATOPOB KjacTepa M TEXHOJOTHMYECKHue JJis

B3aUMOJICHCTBUS CITYKO KOMIIOHEHTA C IPYTHMH 3K3EMILUIIpaMu B KJIacTepe wik paboTsl ¢ jaDog
REST API.
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Ornucanue Y3 mo3BoisieT ykazaTh JIOTHH (Name), maposb (Pass) (eciu OoH HEOOXOAHM),
naHHBIC s BHeceHuss B (aiin jadog_hba.cfg — macka agpeca goctyma (address) u meron

ayrentudukaimu B jadog (method).

jadog users: # YuerTHBle Banmcu
s amnMyuHMcTpUpoBaHusa jaDog. CosmaonTrcda Y3 M 3anuch B
jadog hba.cfg.

- name: admin # VMg yuyeTHOM
zanucu. Obsa3aTesIbHBM IapaMeTp.
pass: change on install # IlapoJyib ydeTHOM
zanmucm. O6da3aTesibHEM napamMeTp. Indg obecrneueHus ©Oe30MaCHOCTHU

CMEHMTE [IapoJib Y3 [OCJe YCTAaHOBKMU.

address: all # PaspeleHHBE
aipeca MiaM HOoZOceTMu IJja pmoctTyna k jaDog. 3xHauenuda:'all', wuwmsa
xocTa ( 'myhost.local.net' ) wmam IP ampec C MacCkKou

('192.168.100.1/24").

method: sha-256 # MeTon pocTyIia.
B3HaueHusa: "sha-256", "ssl". "sha-256" no yMOJIlUAHUIO.
- name: interdog # Y3 MOXHO CO3IaThb

HEeCKOJIbkO. Jya obecrneueHus O0e30MNaCHOCTM CMEHMTE IapoJib Y3 moce
YVCTAHOBKIU.

pass: change on install # Ina obecneueHus
0e30IaCHOCTM CMEHUTE IapoJib Y3 Iocjle YyCTaHOBKMU.

address: all

# - name: restuser # Y3 MOXHO
CO3IaTh HECKOJIbKO. g obecrnedeHud Oe30MINaCHOCTM CMEHUTE IIapOoJib
Y3 nocyie yCTaHOBKU.

# address: all
# method: ssl

4.6. 'pynna HacTpoek y3/10B KJacTepa 0 YMOJIYAHUIO
I'pynna atpubyTtoB default node params city>kuT 1l OlpeieNieHus: apaMeTpoB, KOTOPhIE

OyIyT MPUMEHEHBI K KOXKJIOMY Y3IIy CO3/1aBa€MOr0 KJlacTepa.

default node params: # IlapaMeTpsl MO-
YMOJIYaHMO, KOTOPEE OyOyT MCHOJB30BAaTh IJIA KaxXIOTO y3Ja

param jadog: # IlapameTph
KOHOUTypHupoOBaHUa 5sk3eMiigapa jaDog.
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# service name: jadog # Vmsa cepsuca JjaDog
nJjsa Homel. I[lo ymoJsiuaHumio "jadog"

public address: 192.168.72.10 # BupTyasnbuemt 1P
ampec kJjactepa. Public address. 0O043aTeJsbHBEM IapaMeTp.
id trusted address: 192.168.72.2 # IomepenHent IP
anpec. !!!'Ecam kjJacTep cobupaeTcsa C MCIHOJb30BaHMe y3ja Referee,

napaMeTp He ycTaHaBauBaeTca!!!

network interface: ens33 # HammeHOBaHMEe
ceTeBOT'O MHTepderca jigd BUPTyaJibHOTO IP kjacTepa. Network
interface name. 0O0g3aTeJIbHEM IapaMeTp.

interconnect user: interdog # Vmsa
TEXHOJIOTMUECKOM Y3 IJjid B3aMMOIEMCTBMSA C OpyruMmu jaDog
cepBucaMu. OOg3aTeJIbHEM IapaMeTp.

param log: # IlapamMeTpr

KYPHAJIIUPOBAHUA

logs filename: jadog-%Y-3m-%d $%H%¥M3S # IllaGjon nOmn4
bamnoB QYHKLUMOHAJIBHEIX XYyPHAaJIOB

logs screen: true # BxJ4YeHMe BEIBOIA
XyPHaJIoOB Ha 3kpaH. [lo ymosiuaHuo "false"

logs type: csv, security.csv # ®opmaTe QarIioB
OYHKLUMOHAJNIBHOTO XypHaljla M XypHaJjla cobweitui VMEBE. Ha nepBoM MecTe
bopmaT dyHKLMOHAJBLHOTO Garya (csv, Jjson) Ha BTopoM dopmaT dania
XypHajia cobuTuy MB (security.json, security.csv)

logs_level: debug2 # YpoBeHb
OYHKUMOHAJNILHOTO XYyPHAJIUPOBAHUSA

param security log: # IlapameTpH XypHaJa
COOBITUMM MHOOPMaLMOHHOM OeszomnacHocTu (UB)

njasa GanioB XypHalsl cobwiTum UB
param postgres: # Brok napameTpor myisg pad®oTer ¢ CYB]

db_service name: jatoba-@JATOBA MAJ VERQ@ # HaszBaHue
cepBuca sk3emniugpa CYBI B onepalMOHHOM CHUCTEMEe

db connection settings: # IlapamMeTpEl OJIA HOOKJIOYEHMA K
CYBL

database: jatoba # VMg Oasel DAaHHBIX OJIS YCTAHOBKU
pacumpenmusa jaDog. Ilo yMmoJyaHuwo "postgres"

passfile: /var/lib/jatoba/.pgpass # Jatoba passfile
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user: jadog user # Vmsa Y3 mia paboThH
c CYBII. OOsa3aTeJIbHEM I1apaMeTp.

user pass: change on install # Iapone Y3 misa
paboTrer ¢ CYBI. O6sas3arTenbHBlM HapamMeTp. CMeHMTH Haposib Y3 B CYBI
nocjyie QOpMMpPOBAHMA KJlacTepa.

param rest api: # Biyiok napamMeTpoB njsa REST-ceprepa

rest api use: true # I[lpM3sHaAK MCHOJIb30BaHMA REST-
cepBepa

rest api cert file:
/var/lib/jatoba/ssl/jadog cert/jadog server.crt # IIyTe 1o
bamna ceprtudémxkara REST-ceprepa

rest api key file:
/var/lib/jatoba/ssl/jadog cert/jadog server.key # IyTe 1o
bammna kiwoua REST-ceprepa

rest api ca file: /var/lib/jatoba/ssl/jatoba ca.crt
# IIyre mo damna CA REST-cepBepa

# rest api crl file: /var/lib/jatoba/ssl/jadog cert/ca-
cert.pem # Iyte mo damya CRL REST-cepsepa

rest api listen address: 0.0.0.0 # Ipocayumeaement IP-
anpec REST-cepBepa

rest api listen port: 54443 # IopT REST-cepsepa

4.7. I'pynna Hactpoek gocryna k WAL -apxuBam
B rpymme param_archive HeoOX0uMO ONPeIeNIUTh MYTH K KaTaJloraM U KOMaH/Ibl pa0oThI

¢ WAL-apxuBom.

C:) [Ipumevanue: aaMUHUCTPATOPY CHUCTEMbI HEOOXOAMMO 3apaHee co3JaTh W
CMOHTHPOBAaTh yKa3aHHbIE KaTaJIOTW Ha KaXJOM y3Je KJacTepa, riae Tpelyercs

xpanenue WAL-(aiinos.
[Ipu wnactpoiike nyrtedt 11 WAL-apxuBoB HEOOXOAMMO YYHTHIBATH CIIEAYIOLINE
TpeOOBaHUsA:
— JIOIKHBI yKa3bIBaThCA JOKAIbHBIC TYTH (PailIoBON CUCTEMBI.
— COOTBETCTBYIOIIME KAaTAJIOTHU JOJIKHBI OBITH MTPEABAPUTEIHLHO CMOHTHUPOBAHBI.

— Hcnonb3oBanue cereBbix aapecoB (UNC-myrteill) B KOHQUrypallMOHHBIX (Qaiiax He

MO ICP>KUBACTCSI.
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param archive:

wal archive directory: "/mnt/wals/" # IlyTs 1o
COXPaHEHMs apXMUBOB

wal archive command: "cp %p /mnt/wals/%f" # KomanHme
APXUBUPOBAHUS
wal archive cleanup command: "/usr/jatoba-

@JATOBA_MAJ:VER@/bin/pg_archivecleanup /mnt/wals/ %$s" # KomaHIE
OUMCTKM

wal archive cleanup needed: true # IpusHax
HEeOOXOOVMMOCTHM OUMCTKM

wal archive cleanup timeout: 500000 # BpemenzHOM
IPOMEXYTOK OUMCTKM (IS)

param restore:

wal restore command: "cp /mnt/wals/S$f %p" # KomaHna
BOCCTAHOBJIEHUSA

4.8. CeK1usi HACTPOEK 1ATA-NIEHTOB
Ceknus datacenters omucbiBacT KOH(UTYpAIMIO JaTa-lIIEHTOB W PaCHpeIeICHUE M0 HUM
y3n0B. HeoOxoamm, kak MUHUMYM, OJWH Jdara-lieHTp. B mpuMepe Ha3BaHue naTa-lieHTpa!

DC_Piter

datacenters:

- datacenter: DC_Piter # YHMKAJIbHOE HaMMEeHOBaHUue
maTa-lLueHTpa. JaTa-LUeHTP MOXeT OBTb OIVMH MM HECKOJIBKO.

nodes: # BJjok omnmMcaHus Y3JI0OB KJjlacTepa

4.8.1. I'pynna HacTpoeK y3JI0B KjacTepa
VYHHKaIbHBIC MMapaMeTphl I KaXIO0T0 y3j1a yKa3blBaloTCs B rpymrme Nodes, Bxojsiieil B

cexuuro datacenters.

- node name: node 11 # HaszBaHuMe y3jla B KJjacTepe.
param jadog: # IlapaMeTpe KOHQUIYPUPOBAHUA 3SK3EMILIIAPa
JaDog.

ip: 192.168.72.11 # IP-ampec y3Jja
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id network interface: ens33 # HamMeHOBaHMe CeTeBOTO
nHTepderica nnga BuUpTyaJlbHOTO IP kjlacTepa. Network interface
name. OO0d3aTeJIbHE IapaMeTp

Ecan HCO6XOILI/IMO CO31aHHC CI/IHXpOHHOfI PCILNIMKAINH, TO H€O6XOIII/IMO HCIIOJIBb30BAaTh

CJIEYIOIINE HACTPOMKH y3J1a:

param synchronous: # PackKOMMMEHTHPOBATEL OJIOK [IapaMeTpoOB, E€CJu
norpedbyeTcsa CHMHXPOHHAas penjmkKa

synchronous commit: on # Tun CMHXPOHHOTO KOMMMTa COTJIACHO
IOKyMeHTauumu postgresqgl: on, remote apply, remote write, local,
off

synchronous type: ANY # Kak BOymeT paboTaThb CUHXPOHHAML
pennmukauma no npuHumnam: FIRST wmnm ANY

synchronous commit max nodes: 1 # KojmdyecTBO y3JIOB,
TPeOynlMX MNONTBEPXKISHMA CHMHXPOHHOTO KOMMMTA

param replication: # IlapamMeTph penamMKauumy ys3Ja

replication slot name: rs node 11 # YHuMKajnpHOE MMA CJOTa
penMKauMy B paMKax KjacTepa

B pesynbrare HacTpoiiKy y371a ¢ CHHXPOHHOM peruiukamueit OyyT BHIMISACTh CJIETYIOIIUM

obpazom:

- node name: node 12
param jadog:
ip: 192.168.72.12
param replication:
replication slot name: rs node 12

param synchronous: # PackKOMMMEHTHPOBATE OJIOK
apaMeTpoB, €eCiM NoTpebyeTcda CHMHXPOHHAA peIJMKa

synchronous commit: on # Tun CHMHXPOHHOT'O KOMMUTA
COIJlaCHO IOOKyMeHTauum postgresqgl: on, remote apply,
remote write, local, off

synchronous type: ANY # Kak OymeT paboTarThb
CHMHXPOHHAa4d pernnmkaumda no npmHumnam: FIRST wmim ANY

synchronous commit max nodes: 1 # KoamdyecTBO y3JIOB,
TPeOy X MOATBEPXKISHUSA CHMHXPOHHOTO KOMMUTA

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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4.8.2. I'pynna HacTpoek y3Jjia-apourpa
WNudopmanus no napamerpam y3ina jadog-referee Takixe onuchbIBaeTCsl B COOTBETCTBYIOILIEM

0JIOKE

- node name: node referee # HasBaHMe y3Jjla C POJIBIO
referee

param jadog:
ip: 192.168.72.23
param replication:

replication slot name: rs referee

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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5. ABTOMATHYECKOE ®OPMUPOBAHHUE KJIACTEPA C
NCHOJb30BAHUEM 'OTOBOM KOHOUT' YPALINU
5.1. 3anyck cnenuajgbHoro pe;xkuma jadog0
ABToMaTHyeckoe (opMUpOBaHME KiacTepa Ha Yy3liaX, ONMCAaHHBIX B (baiile OTBETOB,
IPOM3BOIMTCS C IOMOIIBIO 3allycKa KOMITOHEHTa «jaDog» B cnenmanbHoM pexunme jadog0 Ha

Ka)JIOM y3JIe KiacTepa.

sudo /usr/jatoba-6/bin/jadog jadog0 --sslcafile
/var/lib/jatoba/ssl/jatoba ca.crt --sslcertfile
/var/lib/jatoba/ssl/jadog cert/jadog server.crt --sslkeyfile
/var/lib/jatoba/ssl/jadog cert/jadog server.key

Crnenmanphblii pexxum jadog0 3amyckaercsi ¢ yKa3aHHEM IyTel K pacroiokeHuro SSL
ceprudukaroB. Ceprudukarel SSL 10KHBI ObITH CHOPMHUPOBAHBI JUIS KAXIOTO y3Ja aJpecHO

(pazmen 3).

0 3anyck crenuanbHoro pexuma jadogO 0e3 ykazanusa ceptuduratoB SSL

HEBO3MOXKCH.

[Tocne 3amycka crerpanbHoro pexkuma jadog0 koMmoHeHT «jaD0g» HaXOAUTCSA B PEIKUME

OKUJIaHHUSA 3aITyCKa pa3BepThIBaHUS KJacTepa ¢ UCIOIb30BaHUEM (haiiia OTBETOB.

B nponiecce popmupoBanust knactepa B koHcoian OC oToOpaxkaeTcst mpoIecc HaCTPOUKH

KoMmIoHeHTa «jaD0g» Ha TaHHOM y371e KiacTepa.

5.2. 3anmyck pa3BepThIBaHHA KjacTepa
@ KomaHny pa3BepThIBaHHUS KJIacTepa MOKHO 3aIyCTHTh C JIFOOOT0 y3iia, Ha KOTOPOM
3amyieH jadog(. PekomeHtyeTcs BBIMOTHATH KOMaHIy C y3J1a, KOTOPBIM COIJIAaCHO

MPOEKTY OYyJIeT TJIaBHBIM Y3JI0M OyIyIIero KiacTepa.
Pa3BepThiBaHME Ki1acTepa MPOUCXOIUT MPU MOMOIIH BBIMIOTHEHHUS CIETYIOIEH KOMAaH b

sudo /usr/jatoba-6/bin/jadog jadog0 --sslcafile
/var/lib/jatoba/ssl/jatoba ca.crt --sslcertfile
/var/lib/jatoba/ssl/jadog cert/jadog server.crt --sslkeyfile
/var/lib/jatoba/ssl/jadog cert/jadog server.key

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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6. PYYHOE ®OPMUPOBAHMUE KJIACTEPA

6.1. YcraHoBKa 3K3eMILIsIpa KOMIOHeHTa «jaDog» ¢ Hcno/ib30BaHHEM YTHJIMTBI
jadog_ctl

[TogpoOHOE omucaHue UCIONBb30BaHMs YTWINTHI jadog_Ctl mpu ycraHOBKe 3K3eMIuIsIpa
KOMIIOHEeHTa «jaDog» mpuBeieHo B mepBoit yactu nokymenTa «Kommonent jaDog. Ympasienue

pexxuMoM paboThI y3110B Kiactepa» 643.72410666.00067-07 98 02-03.

Pyunoe ¢popmupoBanue kiactepa ¢ ucrnosibzoBaHueM jadog ctl BBIMOIHSAETCS MPU MOMOIIU

CIEAYIOLIEH KOMaH/IbL:

cd /usr/jatoba-6/bin

./jadog setup

6.2. YcTaHOBKA YK3eMILIsIpa KOMIIOHEHTa «jaDog» ¢ ¢aiijiom oTBeTOB
Hlabmonb! (ailioB OTBETOB YCTAHOBKHM KOMITOHEHTa «jaDog» pacmonaraercs B KaTajiore

lusr/jatoba-6/share/jadog/scripts:

— jadog_setup_fag.yml — TOiIBKO OCHOBHBIC OOSI3aTCIILHBIC  TApaMETPhl,  BCE

JIOTIOJIHUTEIIbHBIC MTapaMETPhl YCTAaHOBJICHBI B 3HAUCHUS 110 YMOTYAHHIO;
— jadog_setup_faqg_full.yml — ¢ momasiM HaGOpOM KOHPUTYpPAITMOHHBIX TTAPAMETPOB.

[ToarotoBky mabnoHa (aiiyioB OTBETOB TpeOyeTCs BBINOJHATH AJs HACTPOMKU Ka)A0ro
OTJEJIBHOTO y3J1a IPOEKTUPYEMOT0 KJlacTepa.

6.3. 3anyck HaCTpoOiikMm 3K3eMILUIsipa KoMmoHeHTa «jaD0og» ¢ moAroToBJEHHBIM

(paiisiom oTBeTOB

Pydnoe ¢opmupoBaHue Kjactepa ¢ MCHOJIb30BaHHEM (ailyia BBHIOIHIETCS MPU MOMOUIH

CIEAYIOIIEH KOMAH/IbI:

/usr/jatoba-6/bin# ./jadog setup -c jadog setup faqg.yml

[Tpomecc HacTpoiiku sK3eMIuigpa KOMIoHEeHTa «jaDog» c ¢aiiiom OTBETOB MOAPOOHO
OmucaH BO BTOpoW yacTu nokymeHrtanun «Kommonent jaDog. Ympasnenue pexxumMom padboThl

y3JI0B KJIacTepay.

[Tpu pyunom dhopmupoBaHuu Kiactepa MOryT He noHagooutecss TLS (SSL) ceptudukarsr,

€CJIM HET HeoOXOIMMOCTH BKJIKOYATh pexuM ucnoiab3oBanus jaDog REST API.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M: |




34
643.72410666.00067-07 98 02-03

Pexxum REST API moxxHO OyIeT BKIIOYUTH MOcae (OPMUPOBAHMS KiTacTepa.

Heobxonumo 106aBuTh, YTO KpPOME MPSMOr0O JIUAJIOrOBOr0 peXuMa (HOPMHPOBAHUS
KJIacTepa B yTHWIINTE ynpaBieHus - jadog ctl, MO)XHO HCIIOTIB30BaTh BO3MOKHOCTD 3aITyCKa KOMaH/

HC B ITUAJIOTOBOM PCKUME.

[IpuBenenusiii B moapasnuene 2.6 kiactep BO3MOXKHO C(HOPMHUpPOBATH, IMPHU YCIOBUU
MpeIBapUTEIbHON HACTPOMKHM KOMIIOHEHTa «jaD0Qg» Ha KaxIoM y3lie, CICIyIoIIMM Habopom

KOMaH/I:

/usr/jatoba-6/bin/jadog ctl -h 192.168.72.11 -U admin -W
'change on install' -g -f json -C "add cluster 'my cluster'"

/usr/jatoba-6/bin/jadog ctl -h 192.168.72.11 -U admin -W
'change on install' -g -f json -C "cluster add master
192.168.72.11 54321 as 'node 11'"

/usr/jatoba-6/bin/jadog ctl -h 192.168.72.11 -U admin -W
'change on install' -g -f json -C "cluster add slave
192.168.72.12 54321 as 'node 12'"

/usr/jatoba-6/bin/jadog ctl -h 192.168.72.11 -U admin -W
'change on install' -g -f json -C "cluster add referee
192.168.72.23 54321 as 'node referee'"

[Tocne BBITOMTHEHUS KXo KOMaHIbl OyneT ¢gopmupoBatbes orBeT B dopmate JSON,

KOTOpI:IfI MOJKET OBITh MCITOJIb30BaH JIJISL aBTOMATHUYECKOM 06pa6OTKI/I.

[ToyunTtsh cTaTyc COPMUPOBAHHOTO KIIACTEPA MOMKHO TP IIOMOIIIA KOMAaH/IbI:

/usr/jatoba-6/bin/jadog ctl -U admin -W 'admin' -gq -f json -C
"cluster status"

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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7. ACIIOJIB30OBAHUE JADOG REST API

Kommonent «jaDog», momMumo yTHIUTHI yrpaeienus jadog ctl, mMeeT BCTpPOCHHBI

dbynkmonan REST API.

YML-¢aiin ¢ onucanuem komana REST API (B wortaruu OpenAPI V3) pacrnosoxeH B

katayore /usr/jatoba-6/share/doc/jadog/api.yml

Oynkunonan wucnons3oBanus jaDog REST API pabGotaer Tonpko MO 3alIUIICHHOMY
nporokony HTTPS. [ns wucnonp3oBanus jaDog REST API morpelyrorcs BBINTyIICHHBIC
ceprudurarel SSL (cM. paznen 3), a Takke yKa3zaHHE ITyTH K HUM B IapaMeTpax Qaiiia OTBETOB
MpU pa3BEpTHIBAHUWU KJIACTEpa WJIM B MOCIEACTBUM MPU BKIIOUYEHHWU JAHHOTO (YHKIMOHAjIa B

pabory.

Onwucanne koman jaDog REST API npuBeieHo Bo BTOpoii 4acTu qokyMeHTa « KOMIIOHEHT

jaDog. Ympasienue pexxiMoM pabOThI y3JI0B Ki1acTepa.

Ecmm Bemonnena Hactpoitka REST API, mpoBepka paGoTocrmocoOHOCTH BO3MOXKHA C

HCIIOJIb30BAHUCM CICAYIOIMINUX KOMAH!

curl --cacert ca.crt --cert admin.crt --key admin.key -k
https://192.168.72.11:54443/metrics

curl --cacert ca.crt --cert admin.crt --key admin.key -k
https://192.168.72.11:54443/cluster my cluster name

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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8. YCTPAHEHHME HEITIOJIAAOK

[Ipn mouncke W yCTpaHEHWH HEIOJAJ0K, BO3HUKAMIIUX IMPU padoTe ¢ KOMIOHCHTOM
«jaDog», HeoO0X0IUMO B TEPBYIO OdYepeab MPOCMOTPETh JKypHAJIbl COOBITHH Ha MpeaMeT

COOOIIEHM, YKa3bIBAIOIINUX HA MPUYMHY BOSHUKHOBEHUS MPOOIJIEMBI.

8.1. Ommbka NpM NOAKJIYEHMH K KOMIIOHEHTY ¢ McHojb3oBaHueM jadog_ctl miaum
REST API

8.1.1. He co31aH moJib30BaTe/ib KOMIIOHEHTa «jaDog»
[TepBoil BepOATHON MPUYUHON NAaHHOW MPOOJIEMBI SBISETCS OTCYTCTBUE IOJIH30BATENS B
komroHeHTe «jaDog». J{ist Toro 4To0bI J00aBHUTH MOJIL30BATENs], HEOOXOAMMO Ha TJIABHOM Y3J1€

(posb Master) BBINOIHUTD CIIEAYIOUIYI0 KOMAaH/y ¢ UCTIONb30BaHHeM yTuiauThl jadog_ctl:

add user 'new user name' 'user password'
Ecnu y co3naBaemoro nosnb3oBaress OyIeT ONpeieieH PeKUM JI0CTyIIa C UCIOJIb30BaHUEM
ceprudukaroB SSL, TO B yKa3aHHON KOMaH e IMapoJib 33/1aBaTh HE 00s3aTEIIBHO.

ITocne co3manus HCO6XOI[I/IMO BHCCTH IIpaBHJIa AOCTyIIa JIA HAHHOI'O IIOJIB30BATCIIA B

KoHUTypannoHHbIi daiin jadog_hba.yml.

8.1.2. HekoppeKkTHBIe HACTPOIiKU B KoHuUurypanuonsnom ¢aiine jadog_hba.yml
Crnenytomield BepOSITHONH MPUYUHONW YHOMSHYTOH INPOOJIEMBI SIBISIOTCS HEKOPPEKTHBIE

MpaBuJjia IOCTYyIa MoJib30BarTels B KoH(purypaunonHom daitne jadog hba.yml.

[Tpu oTcyTCTBHM TpaBWII BHECTH B KOH(UTYparmoHHbIi ¢aiin jadog_hba.yml:

# USER ADDRESS METHOD

new_user name all ssl
[Tocie 3TOro CHHXPOHU3MPOBATH KOH(pUryparuonusii (aiiin jadog hba.yml ¢ mpyrumu
y3JIaMH KJIacTepa Py TTOMOIITH:
— KonmpoBanuewm aiina Bpy4Hy1o;

— Ilpn momomu MexaHW3Ma CUHXpOHH3anuu (aimoB kommnoHeHTa «jaDog» (omucanue
naHHoOTro (PyHKLMOHAJIAa MPUBOIAUTCS B MepBOM yacT fokyMmeHnTa « Komnonent jaDog. Ynpasnenue

peKUMOM paboThI y3710B Kitactepay 643.72410666.00067-07 98 02-01).
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Jns Toro 4toObl W3MEHEHHBIE HACTPOMKM BCTYNMWIM HEOOXOIUMO Iepe3arpy3uThb

KOH(UT'YPALUIO HA IJIaBHOM Y3JI€ OJJHUM M3 CIEAYIOIINX CIIOCO00B:

— C ucnonp3oBanueM yTuauThl jadog_ctl:

/usr/jatoba-6/bin/jadog ctl -U admin -W '[password]' -g -C
"reload jadog" -T 20000

— C ucnionp3oBanueM REST API ¢ moboro y3ma kiacrepa:

curl -X POST --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
/home/<user>/user pers.crt --key /home/<user>/user pers.key -k
https://192.168.72.11:54443/cluster /cluster name/jadog/reload

rie 'cluster_name' — HanMeHOBaHKE KJacTepa.

— C ucnonn3oBaaneM REST API ¢ rmaBHoro y3ma kiacrepa:

curl -X POST --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
/home/<user>/user pers.crt --key /home/<user>/user pers.key -k
https://192.168.72.11:54443/cluster/reload

8.1.3. Ilpu MOAKJIIOYEHUH HCHOJb3yeTcsl cepTudukar SSL He TOro moab3oBaTeIs
HJIM He JefCTBUTEJbLHBIH

[Tpumep 3ampoca uepe3 REST:

curl --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
/home/new user/clusters/cert-gen/certs/users/new _user pers.crt
-—key
/home/new_user/clusters/certgen/certs/users/new_user_pers.key -
k https://192.168.72.11:54443/cluster/

B sTom ciydae HeoOxoaMMO:
— IIpoBeputs, uTo ucnomnpiyercs ceprudurar SSL HyKHOTO MOIB30BATENS;
— IIpoBepuTh KOPPEKTHOCTH CEpTU(HHUKATA M €TO BHYTPEHHIO HH()OPMAITUIO TTPH MTOMOIITH

KOMAaH/IbI.

openssl x509 -in new user pers.pem —-noout -text

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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8.2. PaccuHxpoHu3anus Kjiacrepa
CrerneHb KpUTUYHOCTU BO3HUKILIEH PACCUHXPOHU3ALMY KJIacTepa 3aBUCUT OT UMEIOLIErocs
oowema nanubeix B CYB/I. B 3aBucumMocT# OT 3TOr0 HEOOXOAMMO NMPUMEHSTh Pa3HbIE MOAXOIbI K

BOCCTAHOBJICHHUIO IITATHOU pabOThI y3JI0B Ki1acTepa.

8.2.1. MaJnble u cpeaHue 00beMbl JaHHbIX CYB/]
CumrntoM TIpOGJIEMBI: KIIACTEP «Pa3BaJWICS, HET BO3MOXKHOCTH BOCCTAHOBHUTH U Y3JIbI

HaXoIATCA B IIOCTOAHHOM B CTATYyCC reCOVery.

Pemenue 3axitouaeTcsi B BO3MOKHOCTU Pa300pKH KilacTepa U MOBTOPHOM €ro cOOpKH, U
3aBucUT OT oObeMa naHHbix CYB/I. IlpuemneMbiM 00beMOM 1711 IPUMEHEHUS MpeIaraéMoro
croco0a BOCCTAHOBJIEHHSI CUUTAETCS Takol OOBEM JaHHBIX, KOTOPBIA PpEIUTMLHPYETCS Ha

PE3€pBHBII y3ell 3a IPUEMIIEMOE BpEMSL.

1) O3HaKOMUTBCS € conepkaHueM xypHaioB pabotel CYB/] «Jatoba» u komnoneHTa
«jaDog».
2) [TpOKOHCYIBTUPOBATHCS C TEXTOAICPKKOM.

3) Ha pe3epBHBIX y371a ocTaHOBUTH KoMIIOHEHT «jaDog» u CYB]] «Jatobay:
systemctl stop jadog | systemctl stop jatoba-6

4) OCTaHOBUTH CITY’KOY KOMIOHEHT «jaD0Q@» Ha rJIaBHOM y3JIe:
systemctl stop jadog

5) Y nanuTh (aiabsl COCTOSIHHUI KOMIIOHEHTa «JaD0g» Ha KaXJI0M y3Je KilacTepa:
rm -f /usr/jatoba-6/etc/jadog/jadog state.yml

6) OTtuncTuTh Karajor data TONBKO Ha pE3ePBHBIX y3Jax:
rm -rf /var/lib/jatoba/6/data/*

7) [ToaxnroYnTHCS Ha TTIABHOM Yy3JI€ KJacTepa K yTWINTE psql o mpaBamMu superuser u

YOAJIUTh CJIOTHI PCIUIMKAIIUH:

SELECT * FROM pg replication slots;
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SELECT pg drop replication slot ('HaseaHme cjoTa pelmKauum') ;

8) 3amycTuTh KOMIIOHEHT «jaD0g» Ha Bcex y3ax Kiacrtepa:

systemctl start jadog

9) Ha rmaBHOM y3ie aBropm3oBarhes B ytwiurte jadog_ctl m coOpare kmacrep c
HCITOJIb30BAaHUEM HHCTPYKIIMI 3 qokyMenTa « Kommonent jaDog. YnpasieHue pesxiMoM paboThI

Y3JIOB KJIaCTCpa».

@ I[J'IH IIO6aB.]'IeHI/I}I B KJIACTCp Y3JIOB C MCTOAOM PCIUIMKAIIMKU SYyncC pCKOMCHIAYCTCA

MCITIOJIb30BAaTh KOMAaHAY C CICAYIOIIMM CUHTAKCUCOM:

cluster add sync slave [host ip/host name] [Jadog PORT
number (port)

8.2.2. Boabmue 00beMbl JaHHBIX CYB/]

Onucanue: npoOieMbl C PEIUIMIUPOBAHWEM JaHHBIX (Ha XBaTWUJIO JUCKOBOI'O

MPOCTPAHCTBA, HE 3aIYCTUIICA MPOIIECC BOCCTAHOBIICHUS ).

JlaHHBIN aBapUITHO-BOCCTAHOBUTEbHBIN CIIEHAPUN BBITIOIHATH TOJBKO MOJ PYKOBOJCTBOM

CHEIUAJIUCTOB TEXHUYECKOM MMOAACPIKKHU.

1) [IpoKOHCYNIBTUPOBATHCS € TEXIOIAEPIKKOM.
2) CHsATB Harpy3ky (BXozsiue, UCXOJAIINe TOAKIOUEeHNs) C KJIacTepa,;
3) Ha rnaBHOM y311e peKOMEHyeTcsl yBeIHYuTh napameTp max_wal size = 16GB (mo

32GB) Ha Bpems aBapHiiHO-BOCCTAaHOBHUTEIBbHBIX paboT. I[lociae wu3MeHEHHs mapamerpa

BBIITOJIHHUTD.

select pg reload conf();
4) Ha pe3epBHBIX y371ax ocTaHOBUTH KOMITIOHEHT «jaDog» u CYBJI «Jatobax:
systemctl stop jadog | systemctl stop jatoba-6

5) OTtuncTuTh Karajor data TOIBKO Ha pe3epPBHBIX y3Jax:

rm -rf /var/lib/jatoba/6/data/*
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6) Ha pe3epBHBIX y371ax 3ayCTUTh KOMIOHEHT «jaDogy:

systemctl start jadog

7) Ha rmaBHOM y3me aBropm3oBarbesi B ytwimre jadog ctl m cobpare kiactep ¢
MCII0JIb30BaHUEM MHCTPYKIMI 13 JokyMmeHTa «KomnoneHT jaDog. YipaBieHue pe;kuMoM paboThl

y3JI0B KJIacTepay.

8) Jloxknarbes konupoBaHus b/[ ¢ riaBHOTO y3na Ha pe3epBHBIE Y3JIbl. 3aBEPILICHUE
nporecca KOHTPOJIUPOBATh C UCHOIb30BaHUEM MH(POpPMAIMK U3 KYPHAJIOB pabOThl KOMIIOHEHTA

«jaDog»:

2025-05-16 21:39:45 Jadog 10.250.4.69() :12345 INFO Script
output: pg basebackup: HaumHaeTca 0asz30BOE pPEe3E€pPBHOE
KONMPOBAHME, OXMIAETCS 3aBeplleHMe KOHTPOJIBHOM TOUYKU

rr

2025-05-16 21:39:45 Jadog 10.250.4.69() :12345 INFO Script
finished successfully: /usr/Jjatoba-
5/share/jadog/scripts/backup.sh /u0l/postgres /usr/jatoba-5/bin
/usr/jatoba-5/bin/db passfile postgres nodel "host=10.250.4.70
port=5433 user=jadog user" DefaultCluster.10.250.4.69() :12345
Jadog ver. 3.3.0

2025-05-16 21:39:45 Jadog 10.250.4.69() : 12345 INFO
Postgresgl.conf: port = 5433 now set to new value = 5433
DefaultCluster.10.250.4.69() :12345 Jadog ver. 3.3.0

2025-05-16 21:39:45 Jadog 10.250.4.69() :12345 INFO

Postgresqgl.conf: cluster name = 'nodel' now set to new value =
'nodel’
9) OcTaHOBUTH KOMIIOHEHT «jaDog» Ha pe3epBHBIX y3Jax:

systemctl stop jadog

10)  AHaJOrMYHO OCTAHOBUTH KOMITOHEHT «jaDog» Ha IJIaBHOM y3JI€.

11) 3amenwuts ¢aiin /usr/jatoba-6/ctc/jadog/jadog_state.yml u3 mpuI0KEHHOTO Ha 000X
y3nax. B cimydae, ecnm Ha pe3epBHBIX y3JllaX JaHHBIN (aiiia OTCYyTCTBYET, MPOCTO JT0OABUTH B

YKa3aHHBIN KaTaJor.

12) Ha rmaBHOM y37i€ 3aIyCTUTh KOMIIOHEHT «jaDogy:

‘ Ne uzmeneunus: Iloamnuce oTB. nuIA: I,HaTaBHeceHMﬂM3M:
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systemctl start jadog

13)  AHaJOrHYHO 3aIyCTHUTh KOMIIOHEHT «jaDog» Ha pe3epBHBIX y3IIax.

14)  Ha rmaBHOM y3ji¢ aBTOpU30BaThCs B yTrinTe jadog_Ctl v BBIMOIHUTE KOMaHTY:

cluster activate
15) TloaxirouuTh Harpy3Ky (BXOMSIIME, UCXOJSIINE TOAKIIOUCHHS) U TIPOBEPHUTH MPH
IIOMOILIY JKypHajia cOObITHI padoTy KiacTepa.

8.3. HexoppekTHas nepe3arpy3ka kiaacrepa u/uiaun CYBJ]
He koppextHas mnepesarpy3ka kiacrepa w/unu CYBJl, B OOJBIIMHCTBE CIIy4aes,
3aKJII0YaeTCs B HE MPAaBUIILHOM MOPsAKE nepe3arpy3ku y3ioB kinactepa win CYB/l. Crnencrteuem

gero yacto sBisiercs: FO u HexxenarenbHast cMeHa KOH(UTyparuu (CMEeHa poJiell y3JI0B KJlacTepa).

1) B nokymeHTanmu ommcaH MOPSIOK Mepe3arpy3ku y3ioB kinactepa. OCHOBHBIM
MPUHLIUAIIOM SIBJISIETCA TO, YTO TJIABHBIM Y3€J1 Iepe3arpy’kaercsl MOCIEIHUM. Y TBEpKICHUE

capaBeuuBo Kak A CYB/] Tak u s kommoneHTa «jaDogy.

2) Ecmu CYB/l pyHKIIMOHUpYET B KiIacTepe MoJ| yrpaBlieHHeM KoMIoHeHTa «jaDogy,
TO PEKOMEHIYETCSl BOCIIOIb30BATHCS KOMaHIaMU, KOTOPbIE 005A3aTeNIbHO CIEAYET BBINOIHSITH Ha

TJIAaBHOM Y37Ie):
— OcranoBka CYB/] knactepa B mpaBUIILHOM MOCIIEI0BATEIBHOCTH:
stop dbs on cluster

— 3anyck CYDB/] knactepa B paBUIIbHOM MOCJIEI0BATEIbHOCTH:

start dbs on cluster

— Ilepeszarpy3ka CYB]I knactepa B mpaBUIbHOW MOCIEA0BATEIbHOCTH:

restart dbs on cluster

— IIpoBepka mapamerpoB CVYB]J[ (reload()) kmacrepa B mOpaBUIBHOM

IOCJICA0OBATCIIBHOCTH

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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reload dbs on cluster

— IlpoBepka Bcex KommoHeHTa «jaDoQg» kimacTtepa B NPaBHIBHOM

IOCJICA0BATCIIBHOCTH

reload jadog

3) BhInosHATh M3MEHEHHE MApaMETPOB U Iepe3arpy3Ky (CM. NPebIIyIIUid MYHKT) B

peKHMMe TEXHUYECKOro obcimyskuBanus (maintenance):

set maintenance

4) OTkITI0YEHUE peKUMa TEXHUYECKOT0 00CTyKUBaHUsI TOCIIE 3aBEpIIeHUs paboT:

reset maintenance

8.4. lnarHocTkKa padboTocnocoOHOCTH KiaacTepa
B memsix momyuenuss wH(pOpMAIMA O COCTOSIHMM PabOThI KiacTepa W/WIA €ro y3JOB B

KOMITOHEeHTE «jaD0Qg» pean3oBaHbl CEPBUCHBIC KOMAH/IbI:
1) Craryc knacrepa U BXOJSAIINX B HETO y3JI0B.
[Tpumep ¢ ucnonp3oBanueMm uHTepdeiica yrunutsl jadog_ctl
cluster status

[TpumMep ¢ BHEITHUM HCIIOJb30BaHKEeM yTHIUTHI jadog_ctl

/usr/jatoba-6/bin/jadog ctl -U admin -W '[password admin]' -gq -
f json -T 30000 -C "cluster status"

[Tpumep ¢ ucnonszoBanuem jaDog REST API:

curl --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
rest tech.crt --key rest tech.key -k
https://192.168.72.11:54443/cluster/my cluster

[IITatHoe 3HaueHHe mapamerpa "State” s y3nos: "Master(ACTIVE)", "Slave(ACTIVE)",
"Referee(ACTIVE)".

2) Cratyc OaHIa:

‘ Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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bundle status

3) CraTyc OTJCIBHOTO y371a:

node is
node is {'checked role'}

node is {'checked status'}

[Tpumep c ucnonp3oBanuem jaDog REST API:

curl -X GET --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
rest tech.crt --key rest tech.key -k
https://192.168.72.11:54443/node_is

4) 3HaueHUE BCTPOCHHBIX METPUK

[Tpumep ¢ ucnosnp3oBanuem jaDog REST API:

curl --cacert /var/lib/jatoba/ssl/jatoba ca.crt --cert
rest tech.crt --key rest tech.key -k
https://192.168.72.11:54443/metrics/

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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HPUJIO’KEHHUE 1

Pacnosioxkenue ciry:ke0HbIX (paiijioB, CKPpUNTOB M MAa0J10HOB jaDog

Tabmuna I1.1.1 — Pacnionoskenne cinykeOHBIX (aitioB, CKPUTITOB M MAOJIOHOB KOMITOHEHTA

«jaDog» mast OC Linux

Onucanue

3HaueHue

KypHaJusbl

Kypnaisl pabotel komnonenta: /usr/jatoba-6/var/log

Kondurypauus kiacrepa u y3JjoB

OcHOBHBIE KOH(PHUTYpaAIIMOHHBIE (haliibI

/usr/jatoba-6/etc/jadog

bundle_state.yml

Cocrositnue 6anmiia ja_hipe bundle (citus)

jadog.ymi

[TapameTpsl KOMITOHEHTa «jaDog»

jadog_hba.cfg

[TpaBuiia gocTyna Kk KOMIOHEHTY «jaDogy»

jadog_state.yml

CocrosiHHE KJIaCTECpa U €ro y3JjaoB

users.yml

IMepeuens Y3 kommoHeHTa «jaDog»

CepTuduKaTthl

Pacmonoxenue cepruduxaros TLS (SSL):

| Ivar/libljatoba/ss| (pexomenzyetcs)

IIa6a0HbI aiijioB 0TBETOB YCTAHOBKHM KOMNOHEHTA «jaDog» u ¢popMUpoBaHHUs KJIACTEPOB

jadog_make_bundle.yml

Ortkazoycroitunsslii knactep ja_Hipe_Cluster

jadog_make_ms_cluster.yml

OTKa30yCTOMYUBBIN KIacTep U3 IBYX y3JI0B

jadog_setup_faq.ymi

Hacrpoiika omHOTo y311a (CokparieHHas)

jadog_setup_faq_full.yml

Hacrpoiika ofHOTO y3ia (pacumpeHnasn)

init_ja_dtc_as.yml

Pass CpThIBAHUC
KJIaCTcpa

reorpaduyeckn pacnpeneneHHoro

init_ja_hipe_cluster.yml

Pass €PTBIBaAaHNUE BBEICOKOIIPOU3IBOJUTECIILHOT'O KJIaCTEpa

init_jadog_referee.yml

PasBepThiBaHHE OTKa30yCTOHYMBOTO KJAcTepa C Y3JIOM-
apouTpoM

init_jadog_referee_wal.yml

Pa3BepThiBaHHE OTKa30yCTOWYMBOrO KJacTepa C Y3JIOM-
apbutpom ¢ apxuBom WAL

init_jadog_trusted_ip.yml

Pa3BepThiBaHue OTKa30ycTOHuUMBOrO Kiacrepa c trusted
address

3HAYeHUs M0 YMOJYAHHUIO, HCIO0JIb3yeMble B KOMIIOHEeHTe «jaDog»

— ba3za manHbIX: postgres;

— Y4eTHEbIE 3aIicu:

— admin — Y3 agmunuctparopa «jaDogy;

— Jadog_user — V3 mis peruiMKaiyuy JaHHbIX;

— [Ilapoau mo ymomuanuto: admin, change_on_install.

— TCP nopTsr:

— 12345 — xomnoneHT «jaDogy;

— 54321 — untepdeiic npu noAkaroueHun B jadog ctl;

Ne uzmeneunus:

‘ Iloamnuce oTB. nuIA:
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— 64321 — ciryxe6nsrii pexum jadogo;

— 54443 — REST API.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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IHNPUJIOKEHHUE 2

Pabora ¢ kammenToMm jadog_ctl u3 komanaHOM cTpPOKH
JInst TOro 9ToOBI MOJIYYHUTh OBICTPBIA OTBET OT KOMITOHEHTa «jaD0Qg» KOMaHIbI CieayeT

BBITIOJIHATE C KIIFOUOM «—C»:

/usr/jatoba-6/bin/jadog ctl -U ivanoff -W 'change on install' -
q _C " \ h "
JmuTenbHOe oxkuaaHue Bhimosnenus jadog_ctl
HexoTopsle koManabl kKommoHeHTa «jaDogy», Hanpumep, switchover mwin dpopmupoBaHue

KJIACTCPOB U 6aHI[J'IOB, Tpe6y}0T JJINTCIIBHOTO OKUAAaHUA PC3YJIbTAT.
I[J'I?I TOr0 YTOOBI A0XKIAaTbCA OKOHYAHUS BBITTOJHCHWA KOMAHABI U TTOJIYUCHUS PE3yJibTaTa

HEO00XO0IMMO BOCIIOJIB30BATHCS KIIFOUOM «—1» € yKa3aHuEM BpEMEHH OKU1aHUs%o.

/usr/jatoba-6/bin/jadog ctl -U ivanoff -W 'change on install' -
g —f json -C "cluster status" -T 30000

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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HNPUJIO’KEHHUE 3

Kiroum 3anmycka KOHCOJIbHOM yTHiuThI jadog ctl

[Tpu ynpaBiieHHH KJIACTEPOM IPU MTOMOIIU KOHCOJIbHON yTriuThl jadog_ctl mpumenstores

CICOAYIOMUC KIIHOYN:

/usr/jatoba-6/bin/jadog ctl --help

Usage: jadog ctl [OPTION]...

Jadog Ctl - Jadog console utility.

List of OPTIONSs:

-h, —--host=host Jadog master node to connect

-p, —--port=port Port to connect to jadog node

-U, —--username=username Username to connect to jadog node

-W, --password=password password to connect to jadog node

-C, —-—-command=command command to fast execute and exit

-q, —--quiet command execution without explanatory messages
-f, —-—-format output message format: table (default) or json
-T, —--timeout=timeout timeout (in milliseconds) to wait
execution command with -C

--ssl ssl connection enabled

--sslcafile ssl CA file

--sslcertfile ssl certificate file

--sslcrlfile ssl obsolete credential list file

--sslkeyfile ssl private key file

List of COMMANDSs:

create cluster Instaled jadog and create clusters

cluster update Update existing cluster structure

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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HNPUJIO’KEHMUE 4

Komanawi jadog_ctl
[Tpu ynpaBiieHHH KJIACTEPOM IPU MTOMOIIU KOHCOJIbHON yTriuThl jadog_ctl mpumenstores

CJIEAYIOIINE KOMaH/IbI:

/usr/jatoba-6/bin/jadog ctl -U admin -W 'admin' -g -C "\h"
Supported commands:

Commands for jaDog:

\h - this help

\password - change current user password.

\g - terminate console.

protocol version - show jadog protocol version.

clear - clear console.

connect {ip} {port} {'login'} - connect to jadog node.
disconnect - disconnect from jadog node.

reload jadog - reload the configuration parameters of this
jadog if it is located in the Master-node or it is not in the
cluster.

Commands for work with parameters of jadog:

set parameter param name = param value - single parameter
setting.

set parameters - setting a set of parameters in a transaction.
save - save parameter set transaction.

cancel - cancel parameter set transaction.

Commands for work over API:

set async mode - setup asynchronous command processing.

set sync mode - setup synchronous command processing.

get last response - print last message from server excluding
status.

get result id - print last message from server by the given id
excluding status.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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Commands for bundle:
bundle create {'bundle name'} - create new cluster bundle.
bundle delete {'bundle name'} - delete empty bundle.

bundle attach cluster {ip} {port} - attach cluster to bundle
with specified ip, port.

bundle attach cluster {ip} {port} {'interconnect user'} -
attach cluster to bundle with specified ip, port,
interconnect user.

bundle detach cluster {ip} {port} - detach cluster from bundle
with specified ip, port.

bundle detach cluster {cluster name} - detach cluster from
bundle with specified cluster name.

bundle status - show list of clusters in bundle.

Commands for cluster:
add cluster {'cluster name'} - create new cluster.

delete cluster - delete empty cluster, reverse command to add
cluster.

cluster add master {ip} {port} as {'node name'} - add jadog
with specified ip, port and node name as master.

cluster add master {ip} {port} - add jadog with specified ip
and port as master.

cluster add cascade slave {ip} {port} primary {primary ip}
{primary port} as {'node name'} - add jadog with specified ip,
port and node name as cascade slave with primary.

cluster add cascade slave {ip} {port} primary {primary ip}
{primary port} - add jadog with specified ip and port as
cascade slave with primary.

cluster add cascade slave {ip} {port} primary
{'primary node name'} as {'node name'} - add jadog with
specified ip, port and node name as cascade slave with primary.

cluster add cascade slave {ip} {port} primary
{'primary node name'} - add jadog with specified ip and port as
cascade slave with primary.

cluster add slave {ip} {port} as {'node name'} - add jadog with
specified ip, port and node name as slave.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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cluster add slave {ip} {port} - add jadog with specified ip and
port as slave.

cluster add sync slave {ip} {port} as {'node name'} - add jadog
with specified ip, port and node name as sync slave.

cluster add sync slave {ip} {port} - add jadog with specified
ip, port as sync slave.

cluster add async slave {ip} {port} as {'node name'} - add
jadog with specified ip, port and node name as async slave.

cluster add async slave {ip} {port} - add jadog with specified
ip, port as async slave.

cluster add referee {ip} {port} as {'node name'} - add jadog
with specified ip, port and node name as referee.

cluster add referee {ip} {port} - add jadog with specified ip
and port as referee.

cluster delete node {'node name'} - delete jadog with specified
node name from cluster.

cluster delete node {ip} {port} - delete jadog with specified
ip from cluster.

cluster status - show list of nodes in cluster.

cluster activate - provide external access to cluster by
setting up public address.

cluster deactivate - forbid external access to cluster by
removing public address.

reload jadog - reload jadog on master.

reload jadog {ip} {port} - reload jadog on node with ip and
port.

reload jadog {'node name'} - reload jadog on node with name.
reload jadog on cluster - reload jadog on all active nodes
set maintenance - set the maintenance mode on the cluster.

reset maintenance - reset the maintenance mode on the cluster.
All nodes will switch to recovery mode.

set maintenance on node {'node name'}- set the maintenance mode
on the node with node name and its slave nodes.

reset maintenance on node {'node name'}- reset the maintenance
mode on the node with node name. The node will switch to
recovery mode.

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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set maintenance on node {ip} {port} - set the maintenance mode
on the node with ip and port and its slave nodes.

reset maintenance on node {ip} {port} - reset the maintenance
mode on the node with ip and port. The node will switch to
recovery mode.

cluster update {'yml file path'} - updating the structure of an
existing cluster using yml-configuration.

Commands for datacenters:

datacenter create {'dc name'} - create new data center.
datacenter delete {'dc name'} - delete data center.
datacenter {'dc name'} attach node {'node name'} - attach node

to data center with specified node name from cluster.

datacenter {'dc name'} attach node {ip} {port} - attach node to
data center with specified ip from cluster.

datacenter {'dc name'} detach node {'node name'} - detach node
from data center with specified node name from cluster.

datacenter {'dc name'} detach node {ip} {port} - detach node
from data center with specified ip from cluster.

datacenter promote - forced switchover to the current
datacenter.

Commands for work with accounts of jadog:

create user {'user name'} - create account in cluster with
password in console.

create user {'user name'} with password {'password'} - create
account with password.

drop user {'user name'} - drop account.

alter user {'user name'} with password {'password'} - change
account password.

alter user {'user name'} rename to {'new name'} - rename
account.

alter user {'user name'} account lock - block account.

alter user {'user name'} account unlock - unlock account.

show users - show accountss list

Ne UIBMCHCHUA . | 1104ITMCHh OTB. JIMIIA. I JlaTta BHCCCHUA U3M.
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Commands for work with nodes:

alter node {'old node name'} rename to {'new node name'} -
rename jadog node.

alter node {ip} {port} rename to {'new node name'} - rename
jadog node with specified ip from cluster.

alter node {'node name'} set replication type =
{'replication type'} - set replication type (sync, async).

alter node {ip} {port} set replication type =
{'replication type'} - set replication type (sync, async).

alter node {ip} {port} set primary = {'primary node'} - set
primary node with node name

alter node {ip} {port} set primary {primary ip} {primary port}
- set primary node with ip and port

alter node {'node name'} set primary = {'primary node'} - set
primary node with node name

alter node {'node name'} set primary {primary ip}
{primary port} - set primary node with ip and port

node show - show node info with current ip from cluster

node show {ip} {port} - show node info with specified ip from
cluster

node show {'node name'} - show node info with node name from

cluster

node show {'cluster name'} {ip} {port} - show node info with

specified ip from cluster
status - show list of nodes not binded to any cluster

switchover {ip} {port} - switch slave jadog with specified ip
to master

switchover {'node name'} - switch slave jadog with specified
node name to master

clusters list - show list of cluster names
node 1ls - show list of node names
node {'cluster name'} - show list of node names

node {'cluster name'} 1ls - show list of node names
node set node name = {'node name'} - rename jadog master node

node set node name {'cluster name'} {ip} {port} = {'node name'}
- confirm action rename jadog master node

Ne uzmeneunus: ‘ Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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node is - show current node info about role and state in the
cluster

node is {'checked role'} - check current node role in the
cluster

node is {'checked status'} - check current node replication

type or maintenance mode

Commands
stop dbs
stop dbs

stop dbs
and port

stop dbs
node name

start dbs
start dbs

start dbs
and port

start dbs
node name

for work with RDBMS:

on

on

on

on

on

on

on

on

restart dbs

restart dbs

restart dbs

ip and po

rt

restart dbs
with node name

cluster - stop database on all cluster

node - stop database on master

node {ip} {port} - stop database on node with ip

node {'node name'} - stop database on node with

cluster - start database on all cluster

node - start database on master

node {ip} {port} - start database on node with ip

node {'node name'} - start database on node with

on

on

on

on

cluster - restart database on all cluster
node - restart database on master

node {ip} {port} - restart database on node with

node {'node name'} - restart database on node

reload dbs on cluster - reload database on all cluster

reload dbs on node - reload database on master

reload dbs on node {ip} {port} - reload database on jadog with

ip and po

rt

reload dbs on node {'node name'} - reload database on jadog

with node name

Supported shortcuts:

Ne uzmeneunus:
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<TAB> - autocomplete of the current command
Double <TAB> - show autocomplete candidates for the current
input

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:
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HNPUJIO’KEHMUE S

HIaéaon daiaa O0OTBETOB ABTOMATU3MPOBAHHOW HACTPOMKHM YCTONYHUBOM
KOH(purypauum kjacrepa 0e3 xpannanma WAL-¢aiinos

# ®any oTBEeTOB IJISI ABTOMATUUECKOTO GopMMpoBaHMs kjlacTepa jaDog.

# 3HaueHMSa He BaAKOMEHTUMPOBAHHEIE — OOs3aTeJIbHEIE. PeKoMeHOyeTCs
YCTaHOBUTL COOCTBEHHEE 3HAUYEHUS.

# 3BHaueHMI 3aKOMEHTUPOBAHHBIE — OYyIYyT MCIOJIB30BATLCS SHAUEHUS
NO-yMOJIUaHMIO. VX MOXHO PACKOMMEHTUPOBATHL M YCTAHOBUTH
coOCTBEHHEIE 3HAUEHUS.

# JloOwle JpyIT'me IOOIIOJIHMTEJIbHEIE IIapaMeTpPBl, KOTOPLBIX HET B LLIa@J'IOHe,
BO3MOXHO pasMellaTb B CJIeOynlrX I'PYyIInax:

# - cluster settings.cluster name.default node params (BymetT
MIPUMMEHEHO K Kaxmou (!) HoIe kJjacTepa, BKJIOUAS MaAacCTep) WU
# - cluster settings.cluster name.datacenters.nodes.node name

(bymeT NpMMeHEeHO K KOHKPETHOM HOIe)

# IobOaBjyisgsa napamMeTpsl HEOOXOOMMO COOJIIOIATH HOTALMIO
KOHOUT'ypaumMoHHoTo Odamnna jadog.yml (OBpiuHO OH TyT: /usr/jatoba-
5/etc/jadog/jadog.yml )

apiVersion: jaDog v3.4 # Bepcua jaDog
kind: jadog simple # HasHaueHue CKpuUITa

default cluster params: # Biok
aATPpMOYyTOB MCHIOJIb3yEeMBIM IJIS KaXIZOT'O KJjacTepa B DaHAJe.

db init conn string: host=127.0.0.1 port=5432 user=postgres
dbname=postgres password='change on install' # CrTpoka KOHHEKTa
K CYBI mjia yCTaHOBKM pacCUIMPEHMM U BHIIOJIHEHUS CKPUIITOB. TpebyeT
SU mpas.

initdb: # Bioxk
nHnumranmsauum CYEBI. ComepXmuT HapaMeTpsl MHMUManams3aumm CYB]]

initdb options: "--locale=ru RU.utf8 --encoding=UTF-8" #
Crpoka mnapamMeTpor uHuLUManm3auumu CYEBI Jatoba.

postgresqgl.conf: # IlapameTph
OyOoyT YCTAHOBJIEHH NHpM GOpMMPOBAHMUM KJlacTepa B KOHel dania
postgresgl.conf.

listen addresses: "'*'"
log destination: "'stderr'"
logging collector: on

log directory: "'log'"
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log filename: "'jatoba-%Y-%m-%d SH¥M%S.log'"
log rotation age: 1d
log rotation size: 0

log truncate on rotation: off

log line prefix: "'Sm [3p] '"
log statement: all
shared preload libraries: "'pg stat statements'"

max connections: 128
max prepared transactions: 256
data sync retry: off

pg hba.conf: # IlapamMeTphl
OynyT yCTaHOBJIEHHE NPUM QOPMMPOBAHMM KJjlacTepa B oOann pg hba.conf

- local all postgres scram-sha-256

- local jatoba jadog user scram-sha-256

- host all postgres 192.168.72.0/24 trust

- host all postgres 127.0.0.1/32 scram-sha-256

- host jatoba jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 192.168.72.0/24 scram-sha-256

# sqgl scripts: # Pazmen
[MOJIb30BATEJILCKMX CKPUIITOB, BHIIOJIHAEMEIX Ha MacTepe KaxXmIoro
Cco3IaBaeMoTO kKjacTepa. CKPUITH ONPEeNesiSioTCS alIMVHUCTPATOPOM
KJjlacTepa.

# —
/home/<user>/clusters/ja hipe cluster/cluster default script.sqg
1 # Ionb30BaTenbCKkUM SQL CKPUIT BHIIOJHSEMEBM C

ayTeHTUQUKAUMOHHEIMM JaHHEMM
cluster settings.db init conn string nocyie co3maHus BCeX
paclUMpeHUN .

cluster settings:

- cluster name: my cluster # HammeHOBaHMe
KjacrTtepa. O04a3aTelsbHBEM HapaMeTp. KiacTep MoxeT OBITH OOMH WMIIM
HECKOJIbKO .

cluster master node: node 11 # Homa, saBiAwmasacd
MacTepoM. OOS3aTeJIbHEM IapaMeTp.
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id cluster referee nodes: # Biox y3J0B,
apngommMmucsa referee. VX MoxeT OBITH HECKOJILKO.

# - node referee N ViMa HOZIEI,
BEICTYyHAKIEV B PO pedbepu.

activated: true # dymar akTMBaAUMM KJacTepa
nocjye QopMmMpoBaHMA. true - aKTUMBMPOBATH (Haz3Ha4YaTb
public address), false - He aKTMBUPOBATH.

jadog users: # YuerHple 3Banmucu

0Jsa aoMuHUCTpupoBaHusa JjaDog. CozpmamnTcsa Y3 M 3anuch B
jadog hba.cfg.

- name: admin # UMsa yuyeTHOM
3anmucu. O0g3aTesibHBIM IIapaMeTp.
pass: change on install # IlapoJyib ydeTHOM
3anmcu. 0O6g3aTesibHBIM NapamMeTp. g obecrnedeHMsa 0e30MIaCHOCTHU

CMeHNTe IIapOoJib Y3 nocJjie yCTaHOBKU.

address: all # PaspeleHHHe
aipeca MaM HozmceTu IJjsg poctyna k jaDog. 3BxHaueHusa:'all', wuwmsa
xocTa ( 'myhost.local.net' ) minm IP ampec C MackKou

('192.168.100.1/24").

method: sha-256 # MeTonm poctTyIa.
3HaueHusa: "sha-256", "ssl". "sha-256" mo yMOJIUAHMIO.
- name: interdog # Y3 MOXHO CO3IaThb

HEeCKOJIbKO. [liia obecrnieueHud 0Oe30MNaCHOCTM CMEHUTE IapoJib Y3 nocie
YCTAHOBKMU.

pass: change on install # Ina obecnedeHus
0e30MacCHOCTY CMEHMTE MapoJjib Y3 MNOCjie YCTAaHOBKU.

address: all

default node params: # IlapamMeTpsl O-—
YMOJIUaHMIO, KOTOPHE OyIOyT MCIOJb30BATb IJIS KaXIOOM HOIEl. 3anmcu
BKJIOUAITCS B HOTAUMM KOHOUI'ypauMOHHOTO dawmyia jadog.yml.

param jadog: # IapameTps
KOHOUTYpUPOBaHUSA Bk3eMiigapa jaDog.

# service name: jadog # Vmsa cepsuca jaDog
niasa Homel. "Jadog" mo yMoJiUuaHMIO

public address: 192.168.72.10 # BupTyasbuemt 1P
ampec kjacrtepa. Public address. O6ga3aTesbHBIM HapaMeTp.

trusted address: 192.168.72.2 # IoBepeHHEl IP
anpec. Trusted IP address. O0d3aTeJIbHEM [IapaMeTp IJig KJIACTEPOB

Cc omHuMM slave.
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network interface: ens33 # HammveHOBaHMe
ceTeBOTO MHTepderca Ijsa BUPTyaJbHOTO IP kjactepa. Network
interface name. O6s3aTeJIbHBM [IapaMeTp.

interconnect user: interdog # Vma
TEeXHOJIOI'MUYECKOM YUEeTHOM 3anMucCHU IJid B3aMMOIEMCTBUS C LOPYIVUMU
jaDog cepBucamMu. OOsg3aTeJIbHHEM ITapaMeTp.

param log: # IlapamMeTphl

JIOTVPOBaHMUA

logs filename: jadog-%Y-%m-%d 3HSM3S # llabsoH mus
bamiaoB QYHKIMOHAJIBLHEIX JIOT'OB

logs screen: true # BxJoueHMe BEBOIA
JJIOTOB Ha 2KpaH. "false" no yMOJYaHMUIO
logs type: csv, security.csv # ®opmaTe QaryionB

OYHKLIMOHAJBHOTO M JIOTOB CcoOOHTUM VMB. Ha nepBoM MecTe dopmart
byHKLIMOHAJLHOTO ®aljia JIOTOB (Ccsv, Jjson) Ha BTopoM dopmaT odania
JIOTOB CcoOmTUM VB (security.json, security.csv)

logs level: debug2 # YpoBeHb
OYHKUMOHAIBHOTO JIOTUMPOBAHMUSA

param security log: # IapameTps XypHala
COOBITUM MHOOPMaLMOHHOM ©Oe3omacHocTu (UB)

security logs filename: jadog-3%Y-%m-%d SH3¥M$S # IlabiyoH
oJsa GanjoB XypHaJs cobwiTum UB

param postgres: # Biok napamMeTpoB
nyia patoTel ¢ CYBI

db service name: jatoba-6 # HaspaHue cepsBuca
sk3eMiigapa CYBI B OINepalMOHHOM CHUCTEMEe

db connection settings: # IlapamMeTpel OJid
coenmHeHusa c CYB]I

database: jatoba # Vima Oasel DaHHBIX
IJIS YyCTaHOBKM pacmmpeHmsa JjaDog. "postgres" mno yMoOJUYaHUIO

passfile: /var/lib/jatoba/.pgpass # Jatoba passfile

user: jadog user # Vma Y3 nns paboTh
c CYBII. OGa3aTelIbHEM I1apaMeTp.

user pass: change on install # Iapone Y3 misa
paboTel ¢ CYEBEIL. OOda3aTeJsibHEM HapaMeTp. CMeHMThb HapoJjib Y3 B CYBI
nocjyie QOpMMpPOBAHMA KjlacTepa.

param rest api: # Biox
napamMeTrposB njua REST-cepsepa
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rest apili use: true # IpusHak
ucrnojas30aHua REST-cepsepa

rest api cert file:
/var/lib/jatoba/ssl/jadog cert/jadog server.crt # IyTe 1o
bamna ceprtudémxkara REST-ceprepa

rest api key file:
/var/lib/jatoba/ssl/jadog cert/jadog server.key # IIyTe 1o
bamna xiwoda REST-cepreepa

rest api ca file: /var/lib/jatoba/ssl/jatoba ca.crt
# IIyre mo damna CA REST-cepBepa

# rest api crl file: /var/lib/jatoba/ssl/jadog cert/ca-
cert.pem # Iyte mo damyia CRL REST-cepsepa
rest api listen address: 0.0.0.0 id

[MpocayumBaeMel agpec REST-ceprepa

rest api listen port: 54443 # IlopT REST-
cepeepa

datacenters: #

- datacenter: DC Piter # YHMKaNpHOE
HaVMMeHOBAaHME JaTalleHTpa. JaTaleHTP MOXeT OBTL OOVH MK
HECKOJILKO.

nodes: # BJIOK ONMCAHMSA HOI
KJjlacTepa

- node name: node 11 # KiacTepHOe wuMA
HOOEI. Bce 3amnmMcy KOHQUIYPMPOBaHMSA BKJIIOUAKNTCA B HOTALNMU
KOHbOUTypaumoHHOoTO Oanna Jjadog.yml.

param jadog: # [MapameTps
KOHOUTYpUPOBaHUSA Bk3eMiigapa jaDog.

ip: 192.168.72.11 # IP ampec HOZIH
# network interface: ens33 # HamMeHOBaHME
CeTeBOT'O0 MHTepderca InJjsa BUPTyaJsibHOTO IP kjlacTtepa. Network
interface name. 0O0g3aTeJbHEM HapaMeTp.
# param synchronous: #

PackOMMMEHTHMPOBAaTh OJIOK NapaMeTpoOB, €CJM NOTpebyeTcsa CHMHXPOHHAaN
pennmuka

# synchronous commit: on # Tum CHMHXPOHHOTO
KOMMMTAa COIJIACHO IOOKYMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

# synchronous type: ANY # Kak Oyner
paboTaThk CHMHXPOHHAasa pelrnmKaumda o npmHumnam: FIRST mam ANY
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i synchronous commit max nodes: 1 # KojmdecTBO
HOI, TpeOyourx MNONTBEPXIEHMA CUHXPOHHOT'O KOMMMUTA

param replication: # IlapaMeTphl
penamMKaumMy HOIEL

replication slot name: rs node 11 # YHuMKajlbHOE B
paMKax KjacTepa MUMA CJIOTa PerIMKaLum.

- node name: node 12
param jadog:
ip: 192.168.72.12
param replication:
replication slot name: rs node 12

# param synchronous: #
PacCKOMMMEHTUPOBATL OJIOK [NAapaMeTpOB, €CJu NoTpebyeTcs CHMHXPOHHAL
permka

id synchronous commit: on # Tum CHMHXPOHHOTO
KOMMMTAa COIJIACHO IOOKyMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

i synchronous type: ANY # Kak Oymer
paboTaTe CMHXPOHHAaA pelnamkaumda no npmHumnam: FIRST wmam ANY

# synchronous commit max nodes: 1 # KommuecTBO
HOO, TpebynuMx MNOOTBEPXIEHMS CUHXPOHHOT'O KOMMMTA

# - node name: node referee # 3aroroBka A
HOBOM HOHEI B KJICTEpE, HamnpuMmep, C poJsbio referee

# param jadog:
i ip: 192.168.72.23
- node name: node 13
param jadog:
ip: 192.168.72.13
param replication:
replication slot name: rs node 13

# param synchronous: #
PacCKOMMMEHTUPOBATL OJIOK MNAapPaMeTpPOB, €CJMu NoTpebyeTcs CHMHXPOHHAL
pernnrka

# synchronous commit: on # Tun CUMHXPOHHOTO
KOMMMTAa COIJIACHO IHOKyMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:




61
643.72410666.00067-07 98 02-03

# synchronous type: ANY # Kax Oyner
paboTaThk CHMHXPOHHAasa pelrnmKaumsa oo npmHumnam: FIRST mam ANY

i synchronous commit max nodes: 1 # KoamdecTBO
HOI, TpeOyourx MNONTBEPXIEHMA CUHXPOHHOTO KOMMUTA

id - node name: node referee # 3aroToBka o4
HOBOM HOIE B KJjlaCTepe, HanpuMmep, C poJbl referee

# param jadog:
# ip: 192.168.72.23
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HNPUJIO’KEHMUE 6

HIaéaon daiaa O0OTBETOB ABTOMATU3MPOBAHHOW HACTPOMKHM YCTONYHUBOM
KOH(purypauum kjacrepa ¢ xpanuaumem WAL-¢aiinos

# ®any oTBEeTOB IJISI ABTOMATUUECKOTO GopMMpoBaHMs kjlacTepa jaDog.

# 3HaueHMsa He BaAKOMMEHTHPOBAHHEE - OOs3aTeJjIbHEIE. PEeKOMEHOyeTCs
YCTAaHOBUTEL COOCTBEHHBIE BHAUEHUI.

# 3BHaUueHMI B3aKOMMEHTUMPOBAHHEE — OYyIYyT MCIOJbL30BATHLCS 3HAUEHUS
[IO-yMOJIUaHMIO. VX MOXHO PACKOMMEHTUPOBATHL M YCTAHOBUTH
coOCTBEHHEIE 3HAUEHUS.

# JloOwle JpyIT'mMe IOOIIOHMTEJIbHBIE TIlapaMeTPEl, KOTOPEBIX HEeT B ma6n0He,
BO3MOXHO pasMellaTb B CJIeOynlrX I'PYyIInax:

# - cluster settings.cluster name.default node params (BymetT
IPUMMEHEHO K Kaxnou (!) HoIe kJjacTepa, BKJOUAS MacTep) WK
# - cluster settings.cluster name.datacenters.nodes.node name

(bymeT NpMMeHEeHO K KOHKPETHOM HOIE)

# IobOaBjyisgsa napamMeTpsl HEOOXOOMMO COOJIIOIATH HOTALMIO
KOHOUT'ypaumMoHHoTo Odamnna jadog.yml (OBpiuHO OH TyT: /usr/jatoba-
5/etc/jadog/jadog.yml )

apiVersion: jaDog v3.3 # Bepcua jaDog

kind: jadog referee # HaszHaueHue
CKpUIITAa
default cluster params: # Biox

aTPUOYTOB MCIIOJIL3YEMBI IJIS KaXIoTOo KJjacTepa B OaHIJe.

db init conn string: host=127.0.0.1 port=5432 user=postgres
dbname=postgres password='change on install' # CrTpoka KOHHEKTa
k CYBI Ojid yCTaHOBKM PaCUMPEHMM M BHIIOJIHEHMS CKPUITOB. TpebyerT
SU mnpas.

initdb: # Biok
Huuuanmlauum CYBI. ComnepXuT napaMeTpbl MHuliMaau3auuu CYBI

initdb options: "--locale=ru RU.utf8 --encoding=UTF-8" #
Crpoka mnapamMeTpoB uHMUMaduzauuu CYBI Jatoba.

postgresgl.conf: # IlapameTpr
OyOyT YCTaHOBJIEHH MNIpM QOPMUMPOBAHMUM KJlacTepa B KOHell dania
postgresgl.conf.

listen addresses: "'*'"
log destination: "'stderr'"

logging collector: on
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log directory: "'log'"

log filename: "'jatoba-%Y-%m-%d $HSM%S.log'"
log rotation age: 1d

log rotation size: O

log truncate on rotation: off

log line prefix: "'Sm [Zp] """

log statement: all

shared preload libraries: "'pg stat statements'"
max connections: 128

max prepared transactions: 256

data sync retry: off

pg _hba.conf: # IlapamMeTpr
OyOoyT yCTaHOBJIEHHE NPM QOPMMPOBaHMM KjacTepa B ¢ann pg hba.conf

- local all postgres scram-sha-256

- local jatoba jadog user scram-sha-256

- host all postgres 192.168.72.0/24 trust

- host all postgres 127.0.0.1/32 scram-sha-256

- host jatoba jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 192.168.72.0/24 scram-sha-256

# sgl scripts: # Pasmen
MOJIb30BATEJILCKMX CKPUIITOB, BHIIOHSEMEIX Ha MacTepe KaxIoIro
co3maBaeMoro kJjlacTepa. CKPUIITH ONPeNesigioTCa aIMUHUCTPATOPOM
KJlacTpea.

# —
/home/<user>/clusters/ja hipe cluster/cluster default script.sq
1 # Ionp30BaTenbCKkMM SQL CKPUIIT BHIIOJIHSIEMEIM C

AYTEeHTUOVKALMOHHEIMY TaHHBIMU
cluster settings.db init conn string mociye co3paHus BCeX
pPaclLMpPEeHNN .

cluster settings:

- cluster name: my cluster # HaumeHOBaHUE
kjJacTepa. Ob6a3aTesbHElM NapamMeTp. KpacTrep MoxeT OBTbE OOMH WM
HECKOJIEKO .
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cluster master node: node 11 # Homa, aBaAwmadcsd
MacTepoM. OOg3aTeJIbHBEM IIapaMeTp.

cluster referee nodes: # Biox y3J0B,
apngommMmucsa referee. JVX MoxeT OBITL HECKOJILKO.

- node_ referee # VMa HOOHL,
BEICTYyHAKIEV B PO pedbepu.

activated: true # ®nar axkTUBaALUM
KJlacTepa I[ocjie (opMUMPOBaHMA. true - aAaKTMBUPOBATH (HAa3HAUYUATH
public address), false - He aKTMBUPOBATH.

jadog users: # YuerHple 3Banmucu

0sa aoMuHUCTpupoBaHusa JjaDog. CozpmamTcsa Y3 M 3anmch B
jadog hba.cfg.

- name: admin # VMg yuyeTHOM
3anmucu. O0g3aTesibHBIM IIapaMeTp.
pass: change on install # IlapoJyib ydeTHOM
3anmcu. 0O6g3aTesibHBIM HNapamMeTp. Ina obecrnedeHmMsa 0e30MIaCHOCTHU

CMEHUTE IIapoJib Y3 I[OCJie YyCTaHOBKMU.

address: all # PaspeleHHHe
aipeca MaM HozmceTu IJjsg poctyna k jaDog. 3BxHaueHusa:'all', wuwmsa
xocTa ( 'myhost.local.net' ) mnm IP ampec C mMackou

('192.168.100.1/24").

method: sha-256 # MeTonm pocTyIia.
3HaueHusa: "sha-256", "ssl". "sha-256" mo yMOJIUAHMIO.
- name: interdog # Y3 MOXHO CO3IaThb

HEeCKOJIbKO. [liia obecrnieueHud 0Oe30MNaCHOCTM CMEHUTE IapoJib Y3 nocje
YCTAHOBKM .

pass: change on install # Ina obecnedeHus
0e30MacCHOCTY CMEHMTE MapoJjib Y3 MNOCjie YCTAaHOBKU.

address: all

default node params: # IlapamMeTpsl O-—
YMOJIUaHMIO, KOTOPHE OyIOyT MCIOJb30BATb IJIS KaXIOOM HOIEl. 3anmcu
BKJIOUAITCS B HOTAUMM KOHOUI'ypauMOHHOTO dawmyia jadog.yml.

param jadog: # IlapameTps
KOHOUTYpUPOBaHUSA 3K3eMijigpa JjaDog.

# service name: jadog # Vmsa cepsuca JjaDog
niasa Homel. "jadog" mo yMOJIUaHMIO

public address: 192.168.72.10 # BupTyasnbuemt 1P
ampec kijacrepa. Public address. O6a3aTesbHB HapaMeTp.
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id trusted address: 192.168.72.2 # IoBepeHHBlM IP
ampec. !!!'Ecam kjacTep cobupaeTrcsa c referee, napaMeTp He
ycTaHaBmuBaeTrcsa! !

network interface: ens33 # HammveHOBaHMe
ceTeBOT'O MHTepderca mojig BUPTyaJibHOTO IP kjacTepa. Network
interface name. O6s3aTeJIbHHM IapaMeTp.

interconnect user: interdog # Vmsa
TEXHOJIOTMYECKOM YyYEeTHOM 3alMCU IJid B3aMMONEMCTBMA C OPYIUMU
jaDog cepBucamm. OOsS3aTeJILHEM IapaMeTp.

param log: # IlapamMeTpr

JIOTUPOBAaHUSA

logs filename: jadog-%Y-3m-%d %H3IM3S # IllaGjon nOmn4
danminoBp QYHKILMOHAJBLHEX JIOT'OB

logs screen: true # BxJ4YeHMe BEIBOIA
JIOTOB Ha »BkpaH. "false" no yMoJ4aHUIO
logs type: csv, security.csv # ®opmaTe QaMyoB

OYHKUMOHAJILHOTO ¥ JIOTOB coOwmTuM VME. Ha nepBoM MecTe dopMaT
byHKLUMOHAJNBHOTO Qanja JoTroB (csv, Jjson) Ha BTopoM dopmaT oaria
JIOTOB coOuTuM MB (security.json, security.csv)

logs_level: debug2 # YpoBeHb
OYHKUMOHAJNIEHOTO JIOTHMPOBAHMS

param security log: # IlapamMeTpH XypHaJa
COOBITUMM MHOOPMaLUMOHHOM OeszomnacHocTu (VB)

oja GanmiioB XypHaJsl coOwlTum UB

param postgres: # BJIOK napamMeTpoB
oysa padotrel ¢ CYEBEI

db service name: jatoba-6 # HaspaHuMe cepBuca
sk3eMiigpa CYB]l B ONepaluMOHHOM CHUCTEMEe

db connection settings: # IlapamMeTpel OJia
coenuHeHusa c CYB]I

database: jatoba # VMms ©Oasbl ODaHHBIX
IJigd yCTaHOBKkM pacumpeHuda JjaDog. "postgres" no yMoJUyaHMUIO

passfile: /var/lib/jatoba/.pgpass # Jatoba passfile

user: jadog user # Vma Y3 nons paboTh
c CYBII. Obga3aTeJIbHEM IIapaMeTp.

user pass: change on install # Iaponb Y3 musa
pabotTel ¢ CYBI. OOas3aTesnbHBM HapaMeTp. CMeHMTH Haposib Y3 B CYB]
rnocjie GOpMMPOBaHMA KJjlaCcTepa.
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param rest api: # Biox
napamMeTpor nua REST-ceprepa

rest apili use: true # IpusHak
ucrnojabs30BaHua REST-cepsepa

rest api cert file:
/var/lib/jatoba/ssl/jadog cert/jadog server.crt # IyTe 1o
banna ceprubmxara REST-cepsepa

rest api key file:
/var/lib/jatoba/ssl/jadog cert/jadog server.key # IIyTe 1o
banmmna kjwoua REST-ceprepa

rest api ca file: /var/lib/jatoba/ssl/jatoba ca.crt
# IIyre mo damna CA REST-cepBepa

# rest api crl file: /var/lib/jatoba/ssl/jadog cert/ca-
cert.pem # Iyte mo darnya CRL REST-cepsepa
rest api listen address: 0.0.0.0 id

[MpocayumBaeMel agpec REST-ceprepa

rest api listen port: 54443 # IlopT REST-
cepeepa

#llapaMeTpe apxXMUBaLUMA
param_archive:

wal archive directory: "/mnt/wals/"
# IIyTb IO COXPaHEHUS apXMBOB

wal archive command: "cp $p /mnt/wals/%f"
# KoMaHIE apxXMBUPOBAHMA

wal archive cleanup command: "/usr/jatoba-
6/bin/pg archivecleanup /mnt/wals/ %s" #
KoMaHIEl OUMCTKMU

wal archive cleanup needed: true
# I[puszHak HEOOXOOVMMOCTU OUMCTKU

wal archive cleanup timeout: 500000
# BpeMeHHOV MNPOMEXYyTOK OUMCTKM (MS)

#llapamMeTpEl BOCTAHOBJIEHUS
param restore:

wal restore command: "cp /mnt/wals/Sf %p"
# KomMaHma BOCCTAaHOBJIEHUSA

datacenters: #
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- datacenter: DC Piter # YHMKaIbHOE
HaVMEHOBAaHME HaTalueHTpa. JaTaueHTp MOXeT OBTb OOMH WIINM
HECKOJIbKO.

nodes: # BJIOK ONMCAHMA HOI
KJlacTepa

- node name: node 11 # KiacTepHoe wuMmA
HOOEl. Bce 3amnmMcy KOHQUIYPMPOBaHMSA BKJIIOWAKTCA B HOTALMU
KOHbOUTYypauroHHOTO Oamnna Jjadog.yml.

param jadog: # IlapameTph
KOHOUTYpUPOBaHUSa 3K3eMijisgpa jabDog.

ip: 192.168.72.11 # IP ampec HOZH
# network interface: ens33 # HaumMmeHOBaHUE
ceTeBOT'O0 MHTepderca njsa BUPTyaJsibHOTO IP kjlactepa. Network
interface name. 0O6sa3aTesIbHBEM IapaMeTp.
# param synchronous: #

PackOMMMEHTHPOBATE OJIOK [apaMeTpoOB, €CHM HNOoTpebyeTcsa CUMHXPOHHASA
pennmuka

id synchronous commit: on # Tunm CHMHXPOHHOTO
KOMMMUTAa COTJIaCHO OOKyMeHTauum postgresgl: on, remote apply,
remote write, local, off

# synchronous type: ANY # Kak Oyner
paboTaThs CUMHXPOHHAA pelymkKaumda o npuHumnam: FIRST wmmam ANY

# synchronous commit max nodes: 1 # KoamuecTBoO
HOI, TpebyK lMx NONTBEPXIEHMS CUHXPOHHOTO KOMMMUTA

param replication: # IlapamMeTpr
PeriMKaumum HOIB

replication slot name: rs node 11 # YHuMKanlbHOE B
paMKax KjlacTepa MMA CJIOTa PeriMKalun.

- node name: node 12
param jadog:
ip: 192.168.72.12
param replication:
replication slot name: rs node 12

# param synchronous: #
PacCKOMMMEHTMPOBATL OJIOK AapaMEeTPOB, €CJM NOTPpebyeTCsa CUHXPOHHAL
pennmka
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# synchronous commit: on # Tun CHMHXPOHHOTO
KOMMUTAa COIJIACHO OOKyMeHTaumm postgresgl: on, remote apply,
remote write, local, off

# synchronous_ type: ANY # Kak Oymer
paboTaTe CMHXPOHHAaA pelnamkKaumda o npmHumnam: FIRST wmam ANY

id synchronous commit max nodes: 1 # KojmdecTBO
HOH, TpebyomMx NOOTBEPXICHMSA CHMHXPOHHOI'O KOMMMTA

- node name: node referee # BaroroBka Iyisa
HOBOM HOHIBEl B KJICTEpe, HamnpmMmep, C pojbi referee

param jadog:
ip: 192.168.72.23
param replication:

replication slot name: rs r
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HPUJIOKEHUE 7

HIa6aon ¢aiiyia 0TBETOB ABTOMATH3MPOBAHHON HACTPOMKM MHHUMAJIBHOM
KOH(pUrypanum Kjacrtepa c y3jaom apoutpom 0e3 xpanuiauima WAL-daiiios

# ®any oTBEeTOB IJISI ABTOMATUUECKOTO GopMMpoBaHMs kjlacTepa jaDog.

# 3HaueHMsa He BaAKOMMEHTHPOBAHHEE - OOs3aTeJjIbHEIE. PEeKOMEHOyeTCs
YCTAaHOBUTEL COOCTBEHHBIE BHAUEHUI.

# 3BHaUueHMI B3aKOMMEHTUMPOBAHHEE — OYyIYyT MCIOJbL30BATHLCS 3HAUEHUS
[NO—-yMOJIUAaHMIO. VX MOXHO PACKOMMEHTUPOBATHL M YCTAHOBUTH
coOCTBEHHEIE 3HAUEHUS.

# JloOwle JpyIT'me IOOIIOJIHMTEJIbHEIE IIapaMeTpPBl, KOTOPLBIX HET B LLIa@J'IOHe,
BO3MOXHO pasMellaTb B CJIeOynlrX I'PYyIInax:

# - cluster settings.cluster name.default node params (BymetT
IPUMMEHEHO K Kaxnou (!) HoIe kJjacTepa, BKJOUAS MacTep) WK
# - cluster settings.cluster name.datacenters.nodes.node name

(bymeT NpMMeHEeHO K KOHKPETHOM HOIe)

# IobOaBjyisgsa napamMeTpsl HEOOXOOMMO COOJIIOIATH HOTALMIO
KOHOUT'ypaumMoHHoTo ¢damnna jadog.yml (OBpiuHO OoH TyT: /usr/jatoba-
5/etc/jadog/jadog.yml )

apiVersion: jaDog v3.4 # Bepcua jaDog

kind: jadog referee # HaszHaueHue
CKpUIITAa
default cluster params: # Biox

aTPUOYTOB MCIIOJIL3YEMBI IJIS KaXIOoTOo KJjacTepa B OaHIJe.

db init conn string: host=127.0.0.1 port=5432 user=postgres
dbname=postgres password='change on install' # CrTpoka KOHHEKTa
k CYBI Ojid yCTaHOBKM PaCUMPEHMM M BHIIOJIHEHMS CKPUITOB. TpebyerT
SU mnpas.

initdb: # Biok
Huuuanmlauum CYBI. ComnepXuT napaMeTpbl MHuliMaau3auuu CYBI

initdb options: "--locale=ru RU.utf8 --encoding=UTF-8" #
Crpoka mnapamMeTpoB uHMUMaduzauuu CYBI Jatoba.

postgresgl.conf: # IlapameTpr
OyOyT YCTaHOBJIEHH MNP QOPMUPOBAHUM KJlaCcTepa B KOHell danja
postgresgl.conf.

listen addresses: "'*'"
log destination: "'stderr'"

logging collector: on

Ne uzmeneunus: Iloamnuce oTB. nuIA: | Jlata BHECEHHS U3M:




70
643.72410666.00067-07 98 02-03

log directory: "'log'"

log filename: "'jatoba-%Y-%m-%d $HSM%S.log'"
log rotation age: 1d

log rotation size: O

log truncate on rotation: off

log line prefix: "'Sm [Zp] """

log statement: all

shared preload libraries: "'pg stat statements'"
max connections: 128

max prepared transactions: 256

data sync retry: off

pg _hba.conf: # IlapamMeTpr
OyOoyT yCTaHOBJIEHHE NPM QOPMMPOBaHMM KjlacTepa B ¢ann pg hba.conf

- local all postgres scram-sha-256

- local jatoba jadog user scram-sha-256

- host all postgres 192.168.72.0/24 trust

- host all postgres 127.0.0.1/32 scram-sha-256

- host jatoba jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 192.168.72.0/24 scram-sha-256

# sqgl scripts: # Pasmen
MOJIb30BATEJIbCKMX CKPUIITOB, BHIIOHAEMEX Ha MacTepe KaxXOoTo
CO3IaBaeMoTO KjacTepa. CKPUITH ONPelNesISioTCHa aIMMHUCTPATOPOM
KJacTpea.

# —
/home/<user>/clusters/ja hipe cluster/cluster default script.sq
1 # Ionp30BaTenbCKkMM SQL CKPUIIT BHIIOJIHSIEMEIM C

AYTEeHTUOVKALMOHHEIMY TaHHBIMU
cluster settings.db init conn string mociye co3paHus BCeX
pPaclLMpPEeHNN .

cluster settings:

- cluster name: my cluster # HaumeHOBaHUE
kjJacTepa. Ob6a3aTesbHEl NapamMeTp. KpacTrep MoxeT OBTE OOMH MM
HECKOJIEKO .
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cluster master node: node 11 # Homa, aABnAwmadcsa
MacTepoM. OOg3aTeJIbHBEM IIapaMeTp.

cluster referee nodes: # Biok y3JOB,
apngommMmucsa referee. JVX MoxeT OBITL HECKOJILKO.

- node referee # ViMa HOOHL,
BEICTYyHAKIEV B PO pedbepu.

activated: true # ®nar axkTUBaALUM
KJlacTepa I[ocjie (opMUMPOBaHMA. true - aAaKTMBUPOBATH (HAa3HAUYUATH
public address), false - He aKTMBUPOBATH.

jadog users: # YueTHBE Banmucu

0sa aoMuHUCTpupoBaHusa JjaDog. CozpmamTcsa Y3 M 3anmch B
jadog hba.cfg.

- name: admin # VMg yuyeTHOM
3anmucu. Ob0ga3aTesibHBIM IIapaMeTp.
pass: change on install # IlapoJyib ydeTHOM
3anmcu. 0O6g3aTesibHBIM HNapamMeTp. Ina obecrnedeHmMsa 0e30MIaCHOCTHU

CMEHUTE IIapoJib Y3 I[OCJie YyCTaHOBKMU.

address: all # PaspeleHHHe
ampeca MaM HoIceTM IJjsa poctyna k jaDog. 3BxHauenHusa:'all', wuwmsa
xocTa ( 'myhost.local.net' ) mnm IP ampec C mMackou

('192.168.100.1/24").

method: sha-256 # MeTonm pocTyIia.
3HaueHusa: "sha-256", "ssl". "sha-256" mo yMOJIUAHMIO.
- name: interdog # Y3 MOXHO CO3IaThb

HEeCKOJIbKO. [liia obecrnieueHud 0Oe30MNaCHOCTM CMEHUTE IapoJib Y3 nocje
YCTAHOBKM .

pass: change on install # Ina obecnedeHus
0e30MacCHOCTY CMEHMTE MapoJjib Y3 MNOCjie YCTAaHOBKU.

address: all

default node params: # IlapamMeTpsl O-—
YMOJIUaHMIO, KOTOPHE OyIOyT MCIOJb30BATb IJIS KaXIOOM HOIEl. 3anmcu
BKJIOUAITCS B HOTAUMM KOHOUI'ypauMOHHOTO dawmyia jadog.yml.

param jadog: # IlapameTps
KOHOUTYpUPOBaHUS 3K3eMiyigpa JjabDog.

# service name: jadog # Vmsa cepsuca JjaDog
niasa Homel. "jadog" mo yMOJIUaHMIO

public address: 192.168.72.10 # BupTyasnbuemt 1P
ampec kijacrepa. Public address. O6a3aTesbHB HapaMeTp.
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id trusted address: 192.168.72.2 # IoBepeHHBElM IP
ampec. !!!'Ecam kjacTep cobupaeTrcsa c referee, TO napamMeTp He
yCTaHaBJIMBAETCH.

network interface: ens33 # HammveHOBaHMe
ceTeBOT'O MHTepderca mojig BUPTyaJibHOTO IP kjacTepa. Network
interface name. O6s3aTeJIbHHM IapaMeTp.

interconnect user: interdog # Vmsa
TEXHOJIOTMYECKOM Yy4YEeTHOM 3alMCU IJiS B3aMMONEMCTBMA C OPYIUMU
jaDog cepBucamm. OOsS3aTeJILHEM HapaMeTp.

param log: # IlapamMeTpr

JIOTUPOBAaHUSA

logs filename: jadog-%Y-3m-%d %H3IM3S # IllaGjon nOmn4
danminoBp QYHKILMOHAJBLHEX JIOT'OB

logs screen: true # BxJ4YeHMe BEIBOIA
JIOTOB Ha »BkpaH. "false" no yMoJ4aHUIO
logs type: csv, security.csv # ®opmaTe QaMyoB

OYHKUMOHAJILHOTO ¥ JIOTOB coOwmTuM VME. Ha nepBoM MecTe dopMaT
OyHKLUMOHAJNIBHOTO Qanja JoTroB (csv, Jjson) Ha BTopoM dopmaT oaria
JIOTOB coOuTuM MB (security.json, security.csv)

logs_level: debug2 # YpoBeHb
OYHKUMOHAJNIEHOTO JIOTHMPOBAHMS

param security log: # IlapamMeTpH XypHaJa
COOBITUMM MHOOPMaLUMOHHOM OeszomnacHocTu (VB)

oja GanmiioB XypHaJsl coOwlTum UB

param postgres: # BJIOK napamMeTpoB
oysa padotrel ¢ CYEBEI

db service name: jatoba-6 # HaspaHuMe cepBuca
sk3eMiigpa CYB]l B ONepaluMOHHOM CHUCTEMEe

db connection settings: # IlapamMeTpel OJia
coenuHeHusa c CYB]I

database: jatoba # VMms ©Oasbl ODaHHBIX
IJigd yCTaHOBKkM pacumpeHuda JjaDog. "postgres" no yMoJUyaHMUIO

passfile: /var/lib/jatoba/.pgpass # Jatoba passfile

user: jadog user # Vma Y3 nons paboTh
c CYBII. Obga3aTeJIbHEM IIapaMeTp.

user pass: change on install # Iaponb Y3 musa
pabotTel ¢ CYBI. OOas3aTesnbHBM HapaMeTp. CMeHMTH Haposib Y3 B CYB]
rnocjie GOpMMPOBaHMA KJjlaCcTepa.
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param rest api: # Biox
napamMeTpor nua REST-ceprepa

rest apili use: true # IpusHak
ucrnojabs30BaHua REST-cepsepa

rest api cert file:
/var/lib/jatoba/ssl/jadog cert/jadog server.crt # IyTe 1o
banna ceprubmxara REST-cepsepa

rest api key file:
/var/lib/jatoba/ssl/jadog cert/jadog server.key # IIyTe 1o
banmmna kjwoua REST-ceprepa

rest api ca file: /var/lib/jatoba/ssl/jatoba ca.crt
# IIyre mo damna CA REST-cepBepa

# rest api crl file: /var/lib/jatoba/ssl/jadog cert/ca-
cert.pem # Iyte mo darnya CRL REST-cepsepa
rest api listen address: 0.0.0.0 id

[MpocayumBaeMel agpec REST-ceprepa

rest api listen port: 54443 # IlopT REST-
cepeepa

datacenters: #

- datacenter: DC Piter # YHMKanpHOE
HaVMMeHOBAaHME JaTalleHTpa. JaTaleHTP MOXeT OBTL OOVH MK
HECKOJIbLKO.

nodes: # BJIOK ONMCAHUSA HOI
KJlacTepa

- node name: node referee # 3aroTroBka Iy
HOBOM HOZEI B KJICTEpe, HamnpmMmep, C poibl referee

param jadog:
ip: 192.168.72.23

param replication:
replication slot name: rs r

- node name: node 11 # KiacTepHOoe wuMA
HOIEI. Bce 3anmcy KOHOUIYPMPOBAHUA BKJINYANTCA B HOTALUMU
KOHbUTypaumoHHoTO Ganna Jjadog.yml.

param jadog: # IlapameTph
KOHOUTYpHUpPOBaHUSA 5Bk3eMiuigapa jaDog.

ip: 192.168.72.11 # IP ampec HOOH
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id network interface: ens33 # HammveHOBaHMe
ceTeBOTO MHTepdeMca nOjsa BUpTyaJibHOTO IP kjacTtepa. Network
interface name. 0O0g3aTeJIbHEM IapaMeTp.

# param synchronous: #

PacKOMMMEHTHPOBATEL OJIOK INapaMeTpoB, ecCyu noTpebyeTcsd CUHXPOHHAaS
permka

# synchronous commit: on # Tunn CHMHXPOHHOTO
KOMMUTA COTIJIACHO OOKyMeHTaumm postgresgl: on, remote apply,
remote write, local, off

# synchronous type: ANY # Kak Oymer
paboTaTes CMHXPOHHaA penamkauma no npmHumnam: FIRST wmam ANY

id synchronous commit max nodes: 1 # KojmdecTBO
HOH, TpebyolMxX NOOTBEPXISHMA CHMHXPOHHOTO KOMMMTA

param replication: # IlapamMeTpr
pPeruiMKaummM HOIBI

replication slot name: rs node 11 # YHuMKanbHOE B
paMKax KjlacTepa MMA CJIOTa PernjiMKalyvu.

- node name: node 12
param jadog:
ip: 192.168.72.12
param replication:
replication slot name: rs node 12

# param synchronous: #
PaCKOMMMEHTUPOBATE OJIOK MapaMeTpoB, €CJM NOoTpebyeTcd CUHXPOHHAS
pennmka

# synchronous commit: on # Tum CHMHXPOHHOTO
KOMMMTAa COIJIAaCHO IOOKYyMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

# synchronous type: ANY # Kak Oyner
paboTaThk CHMHXPOHHAasa pernamKaumsa no npmHumnam: FIRST mam ANY

# synchronous commit max nodes: 1 # KosamuecTBoO
HOI, TpeOyK lMxX OONTBEPXIEHMS CHMHXPOHHOT'O KOMMMUTA
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HNPUJIO’)KEHHUE 8

HIaéaon daiaa O0OTBETOB ABTOMATU3MPOBAHHOW HACTPOMKHM YCTONYHUBOM
KOH(pUrypauuu kiacrepa ¢ ucnojab3opanueM Trusted Address

# ®any oTBEeTOB IJISI ABTOMATUUECKOTO GopMMpoBaHMs kjlacTepa jaDog.

# 3HaueHMsa He BaAKOMMEHTHPOBAHHEE - OOs3aTeJjIbHEIE. PEeKOMEHOyeTCs
YCTAaHOBUTEL COOCTBEHHBIE BHAUEHUId.

# 3BHaUueHMI B3aKOMMEHTUMPOBAHHEE — OYyIYyT MCIOJbL30BATHLCS 3HAUEHUS
[IO-yMOJIUaHMIO. VX MOXHO PACKOMMEHTUPOBATHL M YCTAHOBUTH
coOCTBEHHEIE 3HAUEHUS.

# JloOwle JpyIT'me IOOIIOJIHMTEJIbHEIE IIapaMeTpPBl, KOTOPLBIX HET B LLIa@J'IOHe,
BO3MOXHO pasMellaTb B CJIeOynlrX I'PYyIInax:

# - cluster settings.cluster name.default node params (BymetT
IPUMMEHEHO K Kaxnou (!) HoIe kJjacTepa, BKJOUAS MacTep) WK
# - cluster settings.cluster name.datacenters.nodes.node name

(bymeT NpMMeHEeHO K KOHKPETHOM HOIe)

# IobOaBjyisgsa napamMeTpsl HEOOXOOMMO COOJIIOIATH HOTALMIO
KOHOUT'ypaumMoHHoTo Odamnna jadog.yml (OBpiuHO OH TyT: /usr/jatoba-
5/etc/jadog/jadog.yml )

apiVersion: jaDog v3.4 # Bepcua jaDog
kind: jadog simple # HasHaueHue CKpuUITa

default cluster params: # Biok
aATPpMOYyTOB MCHIOJIb3yEeMBIM IJIS KaXIZOT'O KJjacTepa B DaHAJe.

db init conn string: host=127.0.0.1 port=5432 user=postgres
dbname=postgres password='change on install' # CrTpoka KOHHEKTa
K CYBI mjia yCTaHOBKM pacCUIMPEHMM U BHIIOJIHEHUS CKPUIITOB. TpebyeT
SU mpas.

initdb: # Bioxk
nHnumanmsauum CYEBI. ComepXmuT HapaMeTphl MHMumaam3auum CYB]]

initdb options: "--locale=ru RU.utf8 --encoding=UTF-8" #
Crpoka mnapamMeTpor uHuLUManm3auumu CYEBI Jatoba.

postgresqgl.conf: # IlapameTph
OyOoyT YCTAHOBJIEHH NHpM GOpMMPOBAHMUM KJlacTepa B KOHel dania
postgresgl.conf.

listen addresses: "'*'"
log destination: "'stderr'"
logging collector: on

log directory: "'log'"

| Ne n3meHeHus: | IToamuce OTB. IUIA: | JlaTta BHECEHHUS M3M:




76
643.72410666.00067-07 98 02-03

log filename: "'jatoba-%Y-%m-%d SH¥M%S.log'"
log rotation age: 1d
log rotation size: 0

log truncate on rotation: off

log line prefix: "'Sm [3p] '"
log statement: all
shared preload libraries: "'pg stat statements'"

max connections: 128
max prepared transactions: 256
data sync retry: off

pg hba.conf: # IlapamMeTphl
OynyT yCTaHOBJIEHHE NPUM QOPMMPOBAHMM KJjlacTepa B oOann pg hba.conf

- local all postgres scram-sha-256

- local jatoba jadog user scram-sha-256

- host all postgres 192.168.72.0/24 trust

- host all postgres 127.0.0.1/32 scram-sha-256

- host jatoba jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 127.0.0.1/32 scram-sha-256

- host replication jadog user 192.168.72.0/24 scram-sha-256

# sqgl scripts: # Pazmen
[MOJIb30BATEJILCKMX CKPUIITOB, BHEIIOHSEMBEIX Ha MacTepe KaxXIoTo
Cco3IaBaeMoTO kKjacTepa. CKPUITH ONPEeNesiSioTCS alIMVHUCTPATOPOM
KJjlacTpea.

# —
/home/<user>/clusters/ja hipe cluster/cluster default script.sqg
1 # Ionb30BaTenbCKkUM SQL CKPUIT BHIIOJHSEMEBM C

ayTeHTUQUKAUMOHHEIMM JaHHEMM
cluster settings.db init conn string nocyie co3maHus BCeX
paclUMpeHUN .

cluster settings:

- cluster name: my cluster # HammeHOBaHMe
KjacrTtepa. O04a3aTelsbHBEM HapaMeTp. KiacTep MoxeT OBITH OOMH WMIIM
HECKOJIbKO .

cluster master node: node 11 # Homa, aBiAwmasAcsd
MacTepoM. OOS3aTeJIbHEM IapaMeTp.
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id cluster referee nodes: # Biox y3J0B,
apngommMmucsa referee. VX MoxeT OBITH HECKOJILKO.

# - node referee N ViMa HOZIEI,
BEICTYyHAKIEV B PO pedbepu.

activated: true # dymar akTMBaAUMM KJacTepa
nocyie dopMmupoBaHMsa. true - AKTUBMPOBATH (Ha3HAYATH
public address), false - He aKTMBUPOBATH.

jadog users: # YueTHBE Banmucu

0Jsa aoMuHUCTpupoBaHusa JjaDog. CozpmamnTcsa Y3 M 3anuch B
jadog hba.cfg.

- name: admin # UMsa yuyeTHOM
3anmucu. O0g3aTesibHBIM IIapaMeTp.
pass: change on install # IlapoJyib ydeTHOM
3anmcu. 0O6g3aTesibHBIM HapamMeTp. g obecrnedeHmMsa 0e30MIaCHOCTHU

CMeHNTe IIapOoJib Y3 nocJjie yCTaHOBKU.

address: all # PaspeleHHHe
aipeca MaM HozmceTu IJjsg poctyna k jaDog. 3BxHaueHusa:'all', wuwmsa
xocTa ( 'myhost.local.net' ) minm IP ampec C MackKou

('192.168.100.1/24").

method: sha-256 # MeTonm pocTyIa.
3HaueHusa: "sha-256", "ssl". "sha-256" mo yMOJIUAHMIO.
- name: interdog # Y3 MOXHO CO3IaThb

HEeCKOJIbKO. [liia obecrneueHud 0Oe30MNaCHOCTUM CMEHUTE IMapoJib Y3 nocje
YCTAHOBKMU.

pass: change on install # Ina obecnedeHus
0e30MacCHOCTY CMEHMTE MapoJjib Y3 MNOCjie YCTAaHOBKU.

address: all

default node params: # IlapamMeTpsl O-—
YMOJIUaHMIO, KOTOPHE OyIOyT MCIOJb30BATb IJIS KaXIOOM HOIEl. 3anmcu
BKJIOUAITCS B HOTAUMM KOHOUI'ypauMOHHOTO dawmyia jadog.yml.

param jadog: # IapameTps
KOHOUTYpUPOBaHUSA Bk3eMiigapa jaDog.

# service name: jadog # Vmsa cepsuca JjaDog
niasa Homel. "Jadog" mo yMoJiuaHMIO

public address: 192.168.72.10 # BupTyasbuemt 1P
ampec kijacrepa. Public address. O6ga3aTesbHBIM HapaMeTp.

trusted address: 192.168.72.2 # IoBepeHHED IP
anpec. Trusted IP address. O0d3aTeJIbHEM [IapaMeTp IJig KJIACTEPOB

Cc omHuMM slave.
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network interface: ens33 # HammveHOBaHMe
ceTeBOTO MHTepderca Ijsa BUPTyaJbHOTO IP kjactepa. Network
interface name. O6s3aTeJIbHBM [IapaMeTp.

interconnect user: interdog # Vma
TEeXHOJIOI'MUYECKOM YUEeTHOM 3anMucCHU IJid B3aMMOIEMCTBUS C LOPYIVUMU
jaDog cepBucamMu. OO6sg3aTeJIbHEM TapaMeTp.

param log: # IlapamMeTphl

JIOTVPOBaHMUA

logs filename: jadog-%Y-%m-%d 3HSM3S # llabsoH mus
bamiaoB QYHKIMOHAJIBLHEIX JIOT'OB

logs screen: true # BxJoueHMe BEBOIA
JJIOTOB Ha 2KpaH. "false" no yMOJYaHMUIO
logs type: csv, security.csv # ®opmaTe QaryionB

OYHKLIMOHAJIBHOTO M JIOTOB COOHTUM VB. Ha mnepBoM MecTe dopMaT
byHKLIMOHAJLHOTO ®aljia JIOTOB (Ccsv, Jjson) Ha BTopoM dopmaT odania
JIOTOB CcoOmTUM VB (security.json, security.csv)

logs level: debug2 # YpoBeHb
OYHKUMOHAIBHOTO JIOTUMPOBAHMUSA

param security log: # IapameTps XypHaja
COOBITUM MHOOPMaLMOHHOM ©Oe3omacHocTu (UB)

security logs filename: jadog-3%Y-%m-%d SH3¥M$S # IlabiyoH
oJsa GanjoB XypHaJs cobwiTum UB

param postgres: # Biok napamMeTpoB
nyia patoTel ¢ CYBI

db service name: jatoba-6 # HaspaHue cepsBuca
sk3eMiigapa CYBI B OINepalMOHHOM CHUCTEMEe

db connection settings: # IlapamMeTpel OJid
coenmHeHusa c CYB]I

database: jatoba # Vima Oasel DaHHBIX
IJIS YyCTaHOBKM pacmmpeHmsa JjaDog. "postgres" mno yMoOJUYaHUIO

passfile: /var/lib/jatoba/.pgpass # Jatoba passfile

user: jadog user # Vma Y3 nns paboTh
c CYBII. OGa3aTelIbHEM I1apaMeTp.

user pass: change on install # Iapone Y3 misa
paboTel ¢ CYEBEIL. OOda3aTeJsibHEM HapaMeTp. CMeHMThb HapoJjib Y3 B CYBI
nocjyie QOpMMpPOBAHMA KjlacTepa.

param rest api: # Biox
napamMeTrposB njua REST-cepsepa
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rest apili use: true # IpusHak
ucrnojas30aHua REST-cepsepa

rest api cert file:
/var/lib/jatoba/ssl/jadog cert/jadog server.crt # IyTe 1o
bamna ceprtudémxkara REST-ceprepa

rest api key file:
/var/lib/jatoba/ssl/jadog cert/jadog server.key # IIyTe 1o
bamna xiwoda REST-cepreepa

rest api ca file: /var/lib/jatoba/ssl/jatoba ca.crt
# IIyre mo damna CA REST-cepBepa

# rest api crl file: /var/lib/jatoba/ssl/jadog cert/ca-
cert.pem # Iyte mo damyia CRL REST-cepsepa
rest api listen address: 0.0.0.0 id

[MpocayumBaeMel agpec REST-ceprepa

rest api listen port: 54443 # IlopT REST-
cepeepa

datacenters: #

- datacenter: DC Piter # YHMKaNpHOE
HaVMeHOBAaHMEe JaTalleHTpa. JaTaleHTP MOXeT OBThL OOVH MK
HECKOJILKO.

nodes: # BJIOK ONMCAHMSA HOI
KJjlacTepa

- node name: node 11 # KiacTepHOe wuMA
HOOEI. Bce 3amnmMcy KOHQUIYPMPOBaHMSA BKJIIOUAKNTCA B HOTALNUU
KOHbOUTypaumoHHOoTO Oanna Jjadog.yml.

param jadog: # [MapameTps
KOHOUTYpUPOBaHUSA Bk3eMiigapa jaDog.

ip: 192.168.72.11 # IP ampec HOZIH
# network interface: ens33 # HammMeHOBaHME
CeTeBOT'O0 MHTepderca InJjsa BUPTyaJsibHOTO IP kjlacTtepa. Network
interface name. 0O0g3aTeJbHEM HapaMeTp.
# param synchronous: #

PackOMMMEHTHMPOBAaTh OJIOK NapaMeTpoOB, €CJM NOTpebyeTcsa CHMHXPOHHAaN
pennmuka

# synchronous commit: on # Tum CHMHXPOHHOTO
KOMMMTAa COIJIACHO IOOKYMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

# synchronous type: ANY # Kak Oyner
paboTaThk CHMHXPOHHAasa pelrnmKaumda o npmHumnam: FIRST mam ANY
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i synchronous commit max nodes: 1 # KojmdecTBO
HOI, TpeOyourx MNONTBEPXIEHMA CUHXPOHHOT'O KOMMMUTA

param replication: # IlapaMeTphl
penamMKaumMmy HOIE

replication slot name: rs node 11 # YHuMKajlbHOE B
paMKax KJjacTepa MMA CJIOTa PerIMKaLum.

- node name: node 12
param jadog:
ip: 192.168.72.12
param replication:
replication slot name: rs node 12

# param synchronous: #
PacCKOMMMEHTUPOBATL OJIOK [NAapaMeTpOB, €CJu NoTpebyeTcs CHMHXPOHHAL
permka

id synchronous commit: on # Tum CHMHXPOHHOTO
KOMMMTAa COIJIACHO IHOKyMeHTaumm postgresqgl: on, remote apply,
remote write, local, off

i synchronous type: ANY # Kak Oymer
paboTaTe CMHXPOHHAaA pelnamkaumda no npmHumnam: FIRST wmam ANY

# synchronous commit max nodes: 1 # KommuecTBO
HOO, TpebynuMx MNOOTBEPXIEHMS CUHXPOHHOTO KOMMMTA

# - node name: node referee # 3aroroBka A
HOBOM HOIEl B KJICTEpe, Hamnpumep, C pojei referee

# param jadog:
# ip: 192.168.72.23
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TEPMHUHbBI U OIIPEAEJEHUS
Master — rnaBHbIN y3en KiacTepa, 00padaThIBaIOIIUIA 3aIIPOCHI Ha 3aIKCh.
Slave — cuHXpOHHAs ¥ ACHHXPOHHASI PEIIMKH /IS YTCHUS U PE3EPBUPOBAHHS.

Referee — y3en-apOutp [j1st BBIOOpa HOBOT'O INIABHOTO Yy3J1a KJacTepa MPH BOSHUKHOBEHUHU

cboes.
Trusted Address — IP-anpec uist aBapuitHOTO TEPEKITIOYCHUSI.

WAL-apxuB — OTIeIbHOE XpPAHWINILE JKypPHAJIOB TpaH3aKIUH s aBapUHHOIO

BOCCTAHOBJICHHUA JAHHBIX.
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MNEPEYEHb COKPAIIIEHUIA

SQL — Structured Query Language — s3bIK CTpYKTYPHPOBAHHBIX 3aITPOCOB

SSL — Secure  Sockets Layer —  ypoBeHb  3AIUIICHHBIX  COKETOB.
Kpunrorpaduvecknii mpoTOKOI, KOTOPBIA MOApPa3yMEBaeT O€30MacHYyIO
CBSI3b

b/l — baza nanHbIx

OoC — OrnepannonHas cucrema

CYbJ — CucremMa ynpapieHus: 6a3aMu JaHHBIX
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Jluct peructpanuu U3MEHEHUI

Howmepa nuctoB (cTpaHwuir)

N3m.
n3MeHe

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JINCTOB
CTpaHu
AHHYJIUP (cTpannuw)
B
OBAHHBIX
JOKYMEHTE

Howmep
JIOKYMEHTa

Bxomsmnit
HOMED
COITPOBOJUTE
JILHOTO
JIOKYMEHTA U
aTa

Iloamuce

Hara

Ne uzmeneunus:

Iloamnuce oTB. nuIA:

| Jlata BHECEHHS U3M:




